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Perspectives on DDoS
Reality Research Politics

The impact of actions is limited
by the current understanding.



Do observatories agree on trends in DDoS?

Analysis of 10 longitudinal DDoS datasets.

  Spanning all major DDoS measurement methods.

    Correlating attack trends across industry and academia.
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Prevention and Mitigation of DDoS Attacks

Reduce attack vectors

• Examples: Disable “get monlist” (NTP) or 

”ANY” (DNS) requests.

Validate source address

• Spoofer project, industry efforts, …

Take down booters

• Coordinated takedowns of booter by law 

enforcement.

Filter attack traffic

• Industry exists around DDoS protection.
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Reduce attack vectors

• Examples: Disable “get monlist” (NTP) or 

”ANY” (DNS) requests.

• BUT: Attack vectors remain.

Validate source address

• Spoofer project, industry efforts, …

• BUT: Spoofable networks remain.

Take down booters

• Coordinated takedowns of booter by law 

enforcement.

• BUT: Booters reappear after a while.

Filter attack traffic

• Industry exists around DDoS protection.

• BUT: Standardized solutions for cooperative 

filtering struggle with adoption.

DDoS attacks persist.
How well do we understand the 

threat landscape?
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Our DDoS Observatories

10 Datasets from 7 observatories.
4.5-years measurement: ‘19 - mid ‘23.

Platform Type Datasets Coverage

UCSD NT NT DP 12M IPs

ORION NT NT DP 500k IPs

Netscout Flow DP, RA Confidential
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Flow data: Netscout

Flow data: IXP

Both rise – but at 
different scale and 

trend stability.
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Direct-path Attacks
Long-term DDoS Trends

Both rise at similar 
scales – but have 
different peaks.

Network telescope: UCSD

Network telescope: ORION
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Reflection-amplification Attacks
Long-term DDoS Trends

Flow data: Netscout

Flow data: Akamai Prolexic

Both have similar 
trends and scale – 

but short-term 
behavior differs.
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Reflection-amplification Attacks
Long-term DDoS Trends

Honeypot: Hopscotch

Honeypot: AmpPot

Similar only between 
2019 and 2021 – still 

with diverging details.
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Reflection-amplification Attacks
Long-term DDoS Trends

Flow data: Netscout

Flow data: Akamai Prolexic Honeypot: Hopscotch

Honeypot: AmpPot

Booter takedowns only have
short-term effects.



Trend Summary

Observatories only partially agree 
on long-term trends.

Increase

Unchanged

Decrease



Trend Summary

We also analyzed 24 DDoS reports from 22 
industry vendors (see our artifact).



Trend Summary

Why do observatories disagree?
Do they see similar DDoS events?
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from academia: Netscout: 2%-7%, Akamai Prolexic: 0.02%-0.06%

• Overlap with targets observed by all four observatories from 

academia is 10x higher at 20% and 0.2%!

Data sharing is required for a thorough 
view onto the DDoS landscape!



• We compared 4.5 years of DDoS attack data from 7 observatories.

• Differences in trends and targets show limitations of individual views.

• Data sharing required for a comprehensive understanding of DDoS.

Conclusion

52



• We compared 4.5 years of DDoS attack data from 7 observatories.

• Differences in trends and targets show limitations of individual views.

• Data sharing required for a comprehensive understanding of DDoS.

• DDoS research tries to make global inferences based on a local view.

• Acknowledging this limitation is important for accurate interpretation 

and accurate comparison.

• Let’s collaborate to achieve a comprehensive view of DDoS!

Conclusion

53



• We compared 4.5 years of DDoS attack data from 7 observatories.

• Differences in trends and targets show limitations of individual views.

• Data sharing required for a comprehensive understanding of DDoS.

• DDoS research tries to make global inferences based on a local view.

• Acknowledging this limitation is important for accurate interpretation 

and accurate comparison.

• Let’s collaborate to achieve a comprehensive view of DDoS!

Conclusion

54

Thank you!
Artifact: https://ddoscovery.github.io 
Me: raphael.hiesgen@haw-hamburg.de



For more details, see our paper.
https://doi.org/10.1145/3646547.3688451

• Contact information:

Raphael Hiesgen
HAW Hamburg
raphael.hiesgen@haw-hamburg.de

• Find our artifact at:
https://ddoscovery.github.io 
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https://doi.org/10.1145/3646547.3688451
https://ddoscovery.github.io/
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Netscout: Attack Shift



All Attack Trends



Targets Across Academic Observatories

Our four academic 
observatories.



Targets Across Observatories

Target tuples (date, IP address)
seen by each observatory.



Targets Across Academic Observatories

All combinations of observatories.



Targets Across Academic Observatories

Target tuples only seen by 
the observatories marked in 

the matrix below.



Targets Across Academic Observatories

Example: 21.41% (~6M) target 
tuples were only observed 

by AmpPot.
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Targets Across Academic Observatories

Each observatory 
contributed new targets!



Targets Across Academic Observatories

Only 0.55% (156k) of target 
tuples were seen by all 

observatories.
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A Quick Look at Industry

A small target overlap with 
individual observatories.



A Quick Look at IndustryLarger overlap among attacks 
observed by all of them.



Industry Target Overlap with Academia



Target Overlap Timeseries : Honeypots



Target Overlap Timeseries: Telescopes
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