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The Internet of Things

Things:

− Low CPU power

− Lowmemory

− Low energy

− Low communication

Communication:

− Wired or wireless

− Global interconnectivity

− Machine-to-machine

− Unprotected media

Billions of connected devices
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Motivation

Security largely neglected in current IoT apps

Things in private areas like home, car or body

Things in business critical environments

Protect communication between constrained IoT devices

Examples: Sensitive data in power metering, smart home communication, …
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Challenge

Lightweight communication security for the IoT

Lightweight: lowmemory and CPU requirements, small messages

End-to-end security

Security: authentication + encryption

Lowmanagement overhead

No trusted 3rd Party
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Related Work: Authentication for the IoT with DTLS

Kothmayr et al. [1]

Comparable to HTTPS, but: HTTP ⟶ CoAP, TLS ⟶ DTLS

Design: standard based, end-to-end security over unreliable transports

DTLS provides authenticity, integrity and confidentially

Standard X.509 certificates, keys bound to virtual identity (i.e. common

name)

Default data subscribedpreconfigured;moredelegatedby tickets fromac-

cess server

RSA via TPM or ECC with 224-bit NIST curve
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ID-based Cryptography Workflow

1. Setup → system parameters (𝑆𝑃) and master secret key (𝑚𝑠𝑘)
2. KeyExtraction(𝑆𝑃 , 𝑚𝑠𝑘, 𝐼𝐷) → secret key for ID (𝐼𝐷u�u�u�)

User

Bob

Trusted

Authority
1. Authenticate as 𝐼𝐷u�u�u�

2. Securely return 𝐼𝐷u�u�u� for Bob

3. Authentication and Verification

Sign(𝑆𝑃 , 𝐼𝐷u�u�u�, 𝑚) → (𝜎)
Verify(𝑆𝑃 , 𝐼𝐷, 𝑚, 𝜎) → 1/0

User

Bob

User

Alice
1. Sign 𝑚 with

private key 𝐼𝐷u�u�u�

2. Send 𝑚 and 𝜎
3. Verify 𝜎 against 𝑚 with

Bob’s 𝐼𝐷 as public key
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Proposal: Federated Authentication using IBC [2]

Gateway 𝒜 Gateway ℬInternet

Device 𝒜1

Device 𝒜2 Device ℬ1

2a00:::

u�(u�.u� u�u�u� )

436d:ec91⏞⏞⏞⏞⏞:0:1

Runs

TA

u�2.u�u�

2a00:::436d:ec91:0:6⏞⏞⏞⏞⏞⏞⏞⏞⏞
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System Phases

1. System initialisation

2. Device setup

3. Authentication

4. TA public key lookup

5. Revocation

6. Key renewal



10

1. System Initialisation

1. Initialise IBC trusted authority

2. Generate 𝐼𝐷u�u�u� for gateway

3. Configure network of gateway

4. Load secret keys for online device configuration
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2. Device Setup

A. Static / Offline

Generate 𝐼𝐷u�u�u� and network config before deployment

B. Dynamic / Online

Set of pre-shared keys (PSK), stored on device and gateway

Device sends authenticated encrypted (AE) request to gateway

TA generates 𝐼𝐷 (new IP), 𝐼𝐷u�u�u� and sends it securely via AE

Device verifies and decrypts

Device finalises network configuration
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3. Authentication

Gateway 𝒜
Internet

Device 𝒜2

1. [2001:::

u�(ℬ.u� u�u�u� )

5ce3:202⏞ :0:2]⏟⏟⏟⏟⏟⏟⏟⏟⏟
ℬ2.u�u�

,msg,sig

2. lookup ℬ.𝑇 𝐴u�u�

3. forward packet,

ℬ.𝑇 𝐴u�u�

Sending authenticated messages

a. ℬ2 signs message: 𝑠𝑖𝑔 = Sign(ℬ.𝑇 𝐴u�u� , ℬ2.𝐼𝐷u�u�u�, 𝑚𝑠𝑔)
b. Send 𝑚𝑠𝑔 and 𝑠𝑖𝑔 to 𝒜2

Verifying authenticated messages

a. 𝒜2 verifies message: Verify(ℬ.𝑇 𝐴u�u� , ℬ2.𝐼𝐷, 𝑚𝑠𝑔, 𝑠𝑖𝑔)



13

3. Authentication

More protocols:

a. Elliptic-curve Diffie–Hellman key exchange, signed by IBS

b. ID-based key exchange

c. Establish DTLS association from above
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4. Trusted Authority Lookup

Gateway 𝒜 Gateway ℬ
Internet

Device 𝒜2 Device ℬ1

1. 𝒜 requests TA system parameters from (ℬ)

Gateways conventionally located at …:0:1

2. ℬ sends signed 𝐵.𝑇 𝐴u�u� back

3. 𝒜 verifies response against hash in address

4. On match, 𝒜 stores trust association (Prefix(ℬ), 𝐵.𝑇 𝐴u�u� )

leap of faith or trust on first use (TOFU) based trust
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5. Revocation (Related Work)

1. Revocation by expiration, by Boneh and Franklin [3]

ID format: 𝑟𝑒𝑎𝑙 𝐼𝐷 ‖ 𝑤𝑒𝑒𝑘

No explicit revocation
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5. Revocation (Related Work)

2. Explicit revocation before expiration, by Hoeper and Gong [4]

ID format: 𝑟𝑒𝑎𝑙 𝐼𝐷 ‖ 𝑡𝑖𝑚𝑒 𝑝𝑒𝑟𝑖𝑜𝑑 ‖ 𝑣𝑒𝑟𝑠𝑖𝑜𝑛

Designed for MANETs

Each node monitors traffic for malicious behavior

⋆ Bad behavior (traffic, logic)

⋆ Explicit self-revocation

Propagate observations to 𝑚-hop nodes

Revoked if > 𝛿 neighbors accused a node

Revoked devices obtain new key with 𝑣𝑒𝑟𝑠𝑖𝑜𝑛 + +
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5. Revocation

Detect malicious devices and report to TA

The TA records malicious devices

Devices with #𝑟𝑒𝑝𝑜𝑟𝑡𝑠 > 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑

− No new key on TA rollover

− Possibly block traffic

Start TA rollover
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6. Key Renewal (TA rollover)

1. Generate new TA and gateway address

2. Add new address to network interface

3. Notify other known TAs about new TA

Enable trust continuation

4. TA locally broadcasts signed rollover notification

5. Devices securely (ECDH, AE) request new ID and key

6. Remove old TA and network routing after grace period



19

Implementation & Evaluation

Project II (Done)

− Elliptic curve crypto based on twisted Edwards curve Curve25519 [5]

− vBNN-IBS [6] as ID-based signature algorithm

− Implementation in C using RELIC [7]

Upcoming

− Implement basic features of architecture

− Evaluate on SAM R21, low-power simple ARM Cortex-M0+

− Constant time prime field implementation
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Discussion

IBC reduces the key management problem

Explicit revocation of devices

TA identity bound to network address

Current issues:

IDs change on TA rollover

⟶ securely propagate rollover to other parties

Gateway running TA is a high-value target

⟶ semi-online TA (complicates online device setup)
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Thanks

Questions?

Feedback?

Suggestions?
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