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Kurzzusammenfassung

Im Internet wird mit Border Gateway Protocol (BGP) geroutet. Durch die vertrauensba-
sierte Natur des Protokolls ist es aber anfillig fiir Angriffe. Um diese Angriffe zukiinftig
zu verhindern, wurde die Resource Public Key Infrastructure (RPKI) entwickelt. Sie
erlaubt es IP-Prafix Besitzern, Betreibern von Autonomen Systemen (ASes) explizit die
Benutzung ihrer Préifixe zu gestatten, und bietet damit eine Moglichkeit, die Annoncie-
rung von Préfixen zu validieren. Diese Validierung in Border Gateway Protocol (BGP)
Implementierungen zu integrieren ist allerdings nicht trivial. In dieser Bachelorarbeit
wird ein Framework zum Testen der Korrektheit dieser Implementierungen entwickelt.
Das Framework wird evaluiert, indem es fiir eine solche Implementierung angepasst und
einige konkrete Tests auf Basis des Frameworks implementiert werden. Die Ausfithrung

dieser Tests half beim Finden mehrerer Fehler in der getesteten Implementierung.
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Abstract

Routing on the internet happens via the Border Gateway Protocol (BGP). Due to its

trust based nature it is susceptible to attacks. To mitigate these attacks the Resource

iii



Public Key Infrastructure (RPKI) has been developed. This allows IP-Prefix owners to
explicitly allow certain Autonomous Systms (ASes) to announce it and thereby provide a
way to validate prefix announcements. Integrating this validation into Border Gateway
Protocol (BGP) implementations is not trivial though. In this bachelor thesis a framework
to test the correctness of the validation results produced by these integrations is developed.
The framework is evaluated by adapting it to a specific BGP implementation and
implementing a set of concrete tests with the framework. Running these tests helped to

find several bugs in the tested implementation.
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1 Introduction

The Internet is a vast and complex network of networks. It is controlled not by a single
party, but by many with a multitude of interests. Coordinating all involved parties to
accomplish good reachability throughout the Internet is—even in the absence of malicious
intent—a highly non trivial task. Unfortunately and unsurprisingly not everyone is acting
with good intentions and additional complexity is added to defend against malicious

actors.

The networks making up the Internet are called Autonomous System (AS). One AS
consists of at least one IP-Prefix that it can advertise to its neighbors, who must assume
that the prefixes advertised to them are coming from their actual owner. This reliance
on trust opens up several possible attack vectors. In 2008 [37] one of these vectors was
inadvertently used. An Internet service provider tried to block access to a popular video
hosting platform in their own network and announced that they own the IP-Prefix of
the hosting platform to their neighbors, making it globally inaccessible for several hours.
Incidents like this are not rare [27] but few have enough impact to be widely noticeable.

Still, there are enough [36, 7, 32, 33] widely known cases for this to be worrisome.

Whether intentional or not, defenses against this kind of attack are required. Therefore,
Resource Public Key Infrastructure (RPKI) was introduced. It allows to verify the origin
of a prefix announcement and to make appropriate decisions if an AS announces a prefix
it is not allowed to. Depending on the policies used incorrect validation could lead to
similar reachability problems that an attack would. It is therefore paramount that proper

testing is conducted.



2 Background

2.1 IP Address Allocation

IP addresses are allocated in a hierarchical manner as blocks of multiple addresses called
IP-Prefix. The global oversight lies with the Internet Assigned Numbers Authority
(IANA). Subordinate to the IANA are the Regional Internet Registry (RIR). The five
RIR (Table 2.1) are responsible for different geographical regions, and they are united
in the Number Resource Organization (NRO) for joint activities, projects and policy
coordination. The IANA hands out large prefixes to the RIRs for further distribution to
the Local Internet Registries (LIRs). The LIRs are companies and academic Institutions

allocating IP-Addresses for their customers, users, members, or own use.

2.2 IP-Routing

IP-Routing is the process of finding paths through IP Networks. Such routing information
may be configured statically by the administrator or dynamically via routing protocols.
Networks can be divided into two planes: the control plane and the data plane (also
sometimes called forwarding plane). Routing operates on the control plane. The data
plane uses the knowledge collected and processed by the control plane to decide what

the next hop is when forwarding a package. A routing protocol acting within a network

AFRINIC Africa
APNIC East Asia, Oceania, South Asia, and Southeast Asia
ARIN Antarctica, Canada, parts of the Caribbean, and the United States
LACNIC most of the Caribbean and all of Latin America
RIPE NCC Europe, Central Asia, Russia, and West Asia

Table 2.1: The RIR and the area they serve



2 Background

is called an Interior Gateway Protocol (IGP). A protocol routing between networks is
called an Exterior Gateway Protocol (EGP).

Apart from their routing scope routing protocols can also be categorized by how they

work. Two general categories are common: vector based and link state routing.

2.2.1 Link State Routing

Link state protocols exchange information about every adjacent link with every other
node in the Network. Based on that, every router builds a graph representing the
entire network with itself at the center. The best path is than calculated by every node

individually to fill the routing table.

2.2.2 Vector Based Routing

Unlike link state protocols, vector based protocols do not have a full view of the entire
topology. They only receive the information from their neighbors about the targets that

are reachable through them.

Vector based routing protocols can be further subdivided into distance vector and path
vector protocols. Their primary difference is that path vector protocols also provide

information about the Path an announcement took through the network.

2.3 Autonomous System (AS)

The term AS has been formally defined by the Internet Engineering Task Force (IETF)
as “ ..connected group of one or more IP prefixes run by one or more network operators
which has a SINGLE and CLEARLY DEFINED routing policy. ” [14, p. 3] and they
are identified with their Autonomous System Number (ASN). ASN where originally two
Byte integer but have later been extended to four byte, because the two byte ASN pool
threatened to reach exhaustion. They are allocated similarly to IP Addresses. With the
TANA allocating blocks to the RIRs which in turn allocate to their members. Typical
operators of ASes are Internet Service Providers or Companies with a large Internet

presence.
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2.4 Border Gateway Protocol (BGP)

BGP [24] is a Path Vector Routing Protocol and the dominant exterior gateway routing
protocol. It is the only exterior gateway routing protocol on the public Internet, where it
is used to route between ASes. Being initially developed for IPv4 routing, it has since
been extended [3] to route different protocols, including IPv6. BGP can be used for
interior gateway routing as well. That variant is called Interior Border Gateway Protocol
(iBGP) in contrast to Exterior Border Gateway Protocol (eBGP).

The exchange of reachability information in BGP is heavily governed by policy not just

by connectivity, which is an expression of the commercial contracts between peers [13].

2.4.1 Route Selection

When a new route is received the degree of preference is calculated and the route is
installed into the Adjacent-Routing-Information-Base-Incoming (Adj-RIB-In) for the
sending peer. The preference is calculated according to local policies or in case of iBGP
might be taken from the update itself. It is usually a positive integer, a negative one
means that the route is infeasible or has been rejected for other reasons. It will not be

considered during later stages of the selection process.

Once the preference has been determined feasible routes from all Adj-RIBs-In are then
installed into the Local Routing Information Base (Loc-RIB). Routes with identical
destinations are compared by their preference, the route with the highest preference is

selected. If necessary, additional rules are applied to break ties.

One of the additional rules used for tie breaking is based on the length of the AS-Path.
Unless custom policies say otherwise a route with a shorter AS-Path will be preferred

over alternatives with a longer AS-Path.

After all selected routes are installed into the Loc-RIB, the Forwarding Information Base
(FIB) is populated from the Loc-RIB and the route dissemination process is started.
During the process every route in the Loc-RIB is processed and according to policy
installed into the Adjacent-Routing-Information-Base-Outgoing (Adj-RIB-Out) for the
corresponding peers. The content of the individual Adj-RIBs-Out is then advertised to

the corresponding peers.
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NO_EXPORT Destinations in this community must not be advertised
NO_ADVERTISE Destinations in this community must not be advertised to other

BGP peers.
BLACKHOLE Traffic to destinations in this community should be dropped.

Table 2.2: Examples for well-known Communities

2.4.2 Communities

BGP communities [8, 30, 15] are a way to communicate additional information to
neighboring and remote peers. This allows to group announcements sharing a common
property in a distributed way. AS administrators can freely choose which community an
announcement belongs to. That choice is often based on the destination, but could also
be based on other attributes of the announcement like the AS-Path. Any announcement
that is not explicitly assigned to a specific community belongs to the general Internet

community.

It is in general unspecified what it means for a destination to be in a certain community,
the interpretation is up to the administrator. But there are well known communities
(Table 2.2) with specific meanings. It is also possible to register communities with the

TANA and assign specific meaning to them.

Later [30] extensions for BGP introduced a way to specify if a community is transitive

across ASes.

2.5 BGP Prefix Hijacking

BGP does not prevent unauthorized parties from crafting invalid announcements. If such
an invalid announcement is used to direct traffic for parts or even all of the Internet to a
certain AS it is called Prefix Hijacking [2]. Here a AS claims to originate a prefix it does
not actually originate or claims to have a better route to the prefix that it actually has.
This prefix could be unassigned or belong to another AS. If this attack is successful a
set of ASes direct traffic to the wrong AS. How large this set is depends on the exact
method that is used to execute the attack and on the routing policies of other ASes.
There are several ways to hijack a prefix. One is to modify the AS path attribute. Either
by shortening the AS-Path attribute to make it more attractive or even truncating it

completely and putting oneself at the beginning and thereby claiming ownership of the
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Prefix Maximal Length ~ ASN
10.10.0.0/16 20 64496

Table 2.3: An example ROA

prefix. The latter method has more potential, but is also easier to detect because it
creates a multiple origin AS situation. Another method is to announce a more specific
prefix than the owner does which would hijack all traffic to the specific prefix. This
method has the downside that—unlike other methods—can not be used to intercept
traffic. All methods have in common that they can be used to make a target unreachable by

dropping all traffic or to impersonate the service provided by the legitimate destination.

2.6 RPKI

RPKI [19] provides parts of an Infrastructure to prevent prefix hijacking. It does this by
enabling an entity to assert that it is the owner of one or multiple IP-Prefixes or ASN

and allows them to explicitly permit a specific set of ASes to announce its IP-Prefixes.

To accomplish this the RPKI contains a cryptographically verifiable copy of the IP-Prefix
allocation hierarchy. This allows everyone to verify if a certain entity owns a given prefix.
However, this alone does not help in mitigating attacks, because there is still no mapping
from ASN to legal entities. And even if it were, just because an entity does not own
a prefix does not mean it is not authorized to announce it. This problem is solved by
Route Origin Authorization (ROA).

2.6.1 Route Origin Authorization (ROA)

ROA are part of the RPKI and provide positive attestation for prefix announcements.
With a ROA an entity can explicitly allow a certain set of AS to announce their prefix.
It (example in Table 2.3) contains the prefix, the maximal length a sub-prefix may be
announced with, and the ASN of the AS being allowed to announce it. This allows
everyone to verify if a prefix announcement is originating at a AS that is allowed to do

SO.
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2.6.2 Prefix Origin Validation

ROAs allow validating [17] prefix announcements in an automated way. Validation works
by first looking for the prefix in all known ROAs. If at least one matching one is found,
the maximal length allowed by matching ROAs is compared to the prefix from the route
announcement. If a ROA with matching prefix and sufficient maximal length is found,

the ASN is compared. The validation has three possible results:

« VALID

The route announcement matches a ROA.

o INVALID
The route announcement does not match a ROA but the prefix was found. The
match can fail because the announced ASN does not match the ASN in the ROA
or because the prefix is longer than the ROA allows.

« NOTFOUND

The route announcement does not match any known ROA.

Validating prefixes as they are received is not enough though. Because the RPKI is not
static, it may change at any time. New ROAs are created or old ones expire. When a
new ROA is announced or withdrawn every route matching the ROAs prefix regardless of
the length must be revalidated, even those with a longer prefix than the maximal length
specified by the ROA. Because in case of a withdrawal there might be prefixes validated
as INVALID because of its prefix length that now validate as NOTFOUND.

2.6.3 Deployment

A typical RPKI deployment looks as in figure 2.1. ROAs from the global RPKI are
cryptographically validated by trusted local caches. Routers then retrieve the validated
data from the caches using the RPKI to Router Protocol (RTR protocol) [5, 6] and use

that data to validate received announcements.
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RIPE RPKI
Repository

Validated Prefixes
& Origin ASNs

.-

APNIC RPKI :

Repository ‘
; e
g

Trusted RPKI/RTR-enabled
Global RPKI Local Caches Router

Figure 2.1: RPKI deployment [34]
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2.7 RTRIib

RTRIib [35] implements everything a BGP router needs to perform prefix origin valida-
tion [20]. The RTR protocol [5, 6] to retrieve ROAs from the trusted cache server, a
connection manager to keep connections to multiple cache servers at the same time and
handle failover to secondary servers if the primary servers become unavailable, a data
structure to efficiently store and retrieve the data, as well as the prefix origin validation.
In addition RTRIib provides a set of cli tools to examine or export the ROAs stored in a

cache server and perform prefix origin validation.



3 Requirements

The framework should be able to test different implementations with as little modification
as possible. Therefore insertion of the test data and extraction of the test result should

not rely on implementation specific interfaces if possible.

The framework must be able to assess the correctness of the validation under various
circumstances with respect to the ROA, the test subject received from the RPKI cache
server. First in a stable situation where neither the routing table nor RPKI changes.
Second if validation stays correct when existing routes have to be revalidated because of
RPKI changes.

It should furthermore be easy to extend the framework if additional functionality is

needed in the future.

10



4 Design of the Framework

4.1 Design Considerations

This test framework is supposed to test whether a BGP implementation is correctly vali-
dating route announcements based on the ROAs provided. The validation shall be tested
for static route and ROA configurations, and for cases in which route announcements,
ROA-data, or both change. Properly testing this requires that the correct validation

result is known to the test.

To accomplish this the route announcements and the ROA the test subject receives
should be completely controlled by the test framework. It should also be possible to
dynamically announce additional routes, withdraw routes, and add or remove ROAs. It
must be possible to retrieve the validation result at a certain point in time to test them
for correctness. The validation should not be reimplemented in the framework, but the

test should know each correct result.

Since the goal of this test framework is to test as many implementations as possible, it
should avoid the use of non-standard protocols for communication with the test subject.
This includes the retrieval of validation results. Ideally, the only time implementation
specific interfaces are used is at the beginning of the test run to apply the necessary
configuration for the framework to communicate with the test subject via standard

protocols.

4.2 Components

Several components are necessary to accomplish these goals. First we need the test subject
which must be an RPKI enabled BGP implementation. Meaning that it must support
prefix origin validation [20] and retrieve ROAs dynamically via the RTR protocol [5, 6].

11



4 Design of the Framework

Route Announcer J BGP

-
o

RTR Server o RTR

O

Test Controller © Configuration Test Subject

O

Monitor g BGP

©

Figure 4.1: Component Diagram for the framework

A component that is capable of announcing and withdrawing routes to the test subject
dynamically. A component that can communicate dynamic ROA configurations to the
test subject via the RTR protocol. A component that can extract the validation results
from the test subject. It does not need to do so continuously, but must be able to do so
several times within the same test. Finally, a component orchestrating the tests—the

test controller—is needed.

The components and their interfaces, which are described in the next chapter, can be

seen in Figure 4.1

4.3 Interfaces

There are several important interfaces that need to be considered. The test subject has
four interfaces. It needs a way to receive route announcements, a way to receive RPKI

data, a way to retrieve the validation results, and a way to apply the initial configuration.

Route announcer, monitor and ROA installer need to interface with the test subject to

fulfill their objectives and have interfaces for the test controller.

12



4 Design of the Framework

Announcing routes to the test subject should happen via BGP, since it is a well defined

standard protocol that every BGP implementation speaks by definition.

Retrieval of the validation results on the other hand is more intricate, because BGP does
not export detailed RPKI validation results by default. By configuring policies to drop
announcements with certain validation results a lot of information could be inferred. But
since there are three possible results, one could never be sure why a specific prefix was
announced or not announced depending on which of the two states is overloaded. At least
not without reconfiguring the test subject during the test. One could fall back to using
implementation specific interfaces to retrieve validation results, but that would require
implementations specific adaptions. The test subject could instead be configured to
attach the validation results to its own BGP announcements in a standard compliant way.
Luckily a suitable mechanism exists with BGP communities and a draft standard [18]
to communicate exactly the kind of information we want. Said standard describes a
non transitive BGP community to signal the results of route origin validation with the

announcement.

RPKI data—in particular the ROA—can simply be transferred via the RTR protocol, as

it is supported by most BGP implementations that support route origin validation.

4.4 Orchestration

Coordination of the different components is required to conduct the tests. The framework
must ensure that, all tests have their dependencies instantiated, and initialized prior to

executing the test and properly tear them down after finishing their execution.

13



5 Implementation

5.1 Choice of Components

Even though routing software is usually written in languages like C, Python was chosen
for the test framework. This decision was made partly because of the authors familiarity
with the language, the availability of excellent test frameworks and the hope it would

ease integration of large software component used in the framework.

Since it is not realistic to write a standard compliant BGP and RTR server implementation

as part of this work, external components are used to handle these protocols.

5.1.1 General Purpose Test Framework

Since test frameworks have many things in common, general purpose test frameworks
exist that handle common task, including running of the individual tests and handling of
their dependencies. One such framework is pytest [16]. It is an excellent, well established
test framework that is not limited to writing tests for Python software. It has excellent
support for dependency handling for individual tests and provides easily readable test

reports.

5.1.2 BGP Speaker

There are several open source BGP implementations, the most active right now are:
o BIRD [10]
o FRR [12]

o GoBGP [29]

14



5 Implementation

. ExaBGP [11]

BIRD and GoBGP are well established BGP implementations but lack good interfaces
for automation interfaces. FRR has increasing support for instrumentation through a
YANG [4] based API but that has not yet been extended to the BGP components.

ExaBGP on the other hand has been explicitly written to be used for automating BGP

communication, it is furthermore written in Python which should simplify integration.

5.1.3 RTR Server

There are three open source RTR Server implementations available today.
« RIPE NCC RPKI Validator [25]
o RIPE NCC RPKI Validator 3 [26]
« Routinator [21]
Another is GoRTR [9] but it has not been closely evaluated as part of this work.

None of the evaluated ones provide an API to control the ROAs it serves. This makes
sense as they are all intended for use in productions setups and therefore need to
cryptographically validate the RPKI. They all download the RPKI directly from the
RIRs. However, the RIPE NCC RPKI Validator 3 consist of two independent components:
The validator, dealing with the cryptographic validation and providing a web interface and
an API to access the validated data, and the RTR Server, which requests the validated
ROAs periodically from the validator and serves them via the RTR protocol.

Since the API that provides the ROAs to the RTR Server can easily be emulated and
therefore is the only option that does not require a custom RPKI, the RIPE NCC RPKI

Validator 3 seems to be the best choice.

5.1.4 Test Subject

As noted, the test subject must be a RPKI enabled BGP implementation. To simplify
development it would be good if it were a pure software implementation that works on a
home computer. Being open source would also be a plus as it would allow us to analyze

any bugs we find with this work. Five implementations are available:

15
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1. OpenBGPD |[22]
2. GoBGP [29]

3. BIRD [10]

4. Quagga [23]
5. FRR [12]

OpenBGPD is a stable well working BGP implementation with support for prefix origin
validation, unfortunately it does not support the RTR protocol but only statically
configured ROA. GoBGP and BIRD are both good candidates as they support prefix
origin validation and dynamic ROA retrieval via the RTR protocol. Quagga does not
have support for prefix origin validation or the RTR protocol in any official release, but
there are patches [1] available based on RTRIib. These patches have almost no chance of
being merged though as upstream development has basically ceased. FRR is an actively
developed fork of Quagga, support for RPKI has been implemented based on the code
written for Quagga. But there has not been systematic testing of the functionality since

it was merged. The RPKI support in FRR was in part developed by us.

5.2 Framework

To implement the framework external components needed to be configured and adapters
for their use in pytest needed to be written. Pytest already supports everything necessary

to implement the actual tests in python with these adapters.

5.2.1 RTR Server

To integrate the RTR Server it was necessary to export ROA data as JSON (example
in Listing 5.1) and serve them via HTTP. The RTR Server requests the data in regular
intervals. One problem was that by default the interval is 30 seconds. Waiting up to 30
seconds after every ROA change would unnecessarily delay test execution. Unfortunately
the RTR Server does not allow to configure the interval. It needs to be changed in the

source code. To archive reasonable reaction time the interval was lowered to 1 second.

16
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{
"data”: {
"ready ”: true,
"roas”: |
{
“asn”: 7444897,
"maxLength”: 24
"prefix”: 7185.131.60.0/22”
}
{
asn”: 7444897,
"maxLength”: 25
"prefix”: 7109.164.0.0/17”
}
]
}
}

Listing 5.1: ROAs serialized as JSON for the RTR Server

5.2.2 Route Announcer and Monitor

The route announcer and monitor share most of their adaption code, as both use ExaBGP.
They primarily differ in their configuration. Despite it being written in Python it was
not straightforward to write the adapter. ExaBGP assumes that the controlling process
is a subprocess of itself and that it uses its standard input and output streams to control
ExaBGP. But the process running the test framework is the parent. This was solved by
writing a simple script that writes its Process Identifier (PID) to a configured location
and then sleeps indefinitely. With the PID it is possible to open the standard input
and output streams of the process ExaBGP sees as its controller and use them to send
commands. This solution was chosen over proxying commands through the controlling

process because of its simplicity.

process add-remove {
run ../ write_pid.py /tmp/exabgp_ sender.pid;

encoder json;

17
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neighbor 127.0.0.1 {
router -id 1.2.3.4;
local -address 127.0.0.3;
local -as 3;
peer -as 1;

group - updates false;

api {
processes [ add-remove |;

Listing 5.2: ExaBGP configuration for the route announcer

The configuration of the announcer can be seen in listing 5.2. It has two sections: The
process section and the neighbor section. The process section describes the command
that is used to start the controlling process and configures the desired encoding of
the communication. The neighbor section configures the BGP neighbor and how the
ExaBGP instance should identify itself with that neighbor. It also configures which

process definition should be used for this neighbor.

The notable difference in the monitors configuration is the API section. Line 2 to 5 in
Listing 5.3 tell ExaBGP to send every received BGP packet in a JSON based format to

the monitor. This allows continuous monitoring of the validation results.

api {
receive {
parsed;
update;
}
processes [ add-remove |;
}

Listing 5.3: Excerpt from the ExaBGP configuration for the monitor

5.2.3 Test Subject

The adapter for our example test subject was straightforward to implement, as it only

needs to start it with the required parameters and stop it when it is not needed anymore.

18
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Listing 5.4 shows the parameters passed to the test subject at startup. ’-Z’ disables
communication with other components of the routing suite, they are not necessary for
these tests to work. -n’ disables route installation into the kernel, as we do not actually
want to route anything and do not have enough permissions in the test system to install
any routes anyway. -S’ tells the test subject to not check if it has enough permissions,
which we do not need due to the prior option. ~M..." loads the rpki module. -p1179’ sets
the bgp listening port of the test subject to a port outside the well known range, which

we cannot use due to limited privileges.

bgpd -Z -n -S -Mbgpd_rpki.so -pll179

Listing 5.4: Command line to start the test subject

The configuration, however, needed more care. Listing 5.5 shows the configuration as
an example for IPv4 only. The first line is not strictly necessary, but without it the
test subject would wait several seconds before starting to evaluate policies—called route
maps here—which is not necessary for this test and would needlessly delay it. Lines on 2
and 3 configure the identity of the subject itself, which is ASN 1 and router id 127.0.0.1.
Lines 4 to 9 tell the test subject about its neighbors and how to reach them, they also
enable passive mode—the test subject only listens for incoming connections but does not
try to initiate one—and BGP multihop for both peers—allows to reach peers that are
more than one hop away. Lines 11 to 16 set policies for the IPv4 routes and enable soft
reconfiguration. Soft reconfiguration ensures that the Adj-RIB-In is not discarded after
route selection is over, it is necessary to perform revalidation in case of ROA changes.
The policies set earlier are configured for outgoing announcements in line 18 and 19.
This ensures that routes are announced with a specific next-hop address. In this case
this is done to simplify comparisons of announced and received routes within the test
framework. Lines 21 to 31 configure the policies for incoming routes. In this case it simply
performs prefix origin validation and puts the announcement in a bgp community. The
communities chosen are based on [18] which proposes to use a non-transitive community
with the values as shown in Table 5.1. The test subject unfortunately does not support
setting arbitrary non-transitive communities from policies. To circumvent this a regular

community is used with the same values.

bgp route -map delay -timer 1
router bgp 1

bgp router-id 127.0.0.1
neighbor 127.0.0.2 remote-as 2
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Value
0
1
2

Meaning
valid

not found
invalid

Table 5.1: Mapping from prefix origin validation result to BGP community value

127.0.0.2
127.0.0.2
127.0.0.3
127.0.0.3
127.0.0.3

neighbor passive

neighbor ebgp-multihop 64
neighbor remote-as 3
neighbor passive
neighbor ebgp-multihop 64

!

address - family ipv4 unicast

neighbor 127.0.0.2 soft -reconfiguration inbound
neighbor 127.0.0.2 route-map next-hop-outd4d out
neighbor 127.0.0.3 soft -reconfiguration inbound
neighbor 127.0.0.3 route-map rpki in

exit -address - family

!

route -map next-hop-outd permit 1

set ip next-hop 10.0.0.1

!

route -map rpki permit 1

match rpki invalid

set community 1:0

!

route -map rpki permit 2

match rpki notfound

set community 1:1

!

route -map rpki permit 3

match rpki valid

set community 1:2

!

rpki
rpki cache 127.1 8323 preference 5
exit

Listing 5.5: Excerpt from the test subjects configuration
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5.3 Adapter Tests

To ensure that the individual components and their adapters work as expected, several
tests for the framework itself have been implemented. Especially the adapters for the
route announcer, the monitor, and the test subject need to be tested whenever a new

test subject is integrated.

The RTR cache server is tested by checking if static as well as dynamic ROA configurations
are correctly applied. Since the test framework has no direct way to monitor the
available ROAs in the cache server, it was necessary to implement a simple monitor that
retrieves the ROAs from the cache server via the RTR protocol. RTRIib with its python

binding [28] is used as the client implementation.

Testing the test subject, announcer, and monitor individually would require significant
additional work and additional use of implementation specific interfaces. Therefore these
components are tested together as one component. The test simply announces and
withdraws prefixes via the announcer and checks their presence via the monitor. Missing

prefixes or prefix attributes can provide hints to narrow down the cause.

21



6 Evaluation

The framework has been evaluated by implementing and conducting concrete tests on
the test subject that has been integrated during implementation. Every test is conducted
twice: once with an initially empty routing table and once with a pre-filled one. The
pre-fill is a random selection of 10000 routes from a real world routing table. While these
routes might not be representative for every possible routing table, it might be—and as

explained later actually is—enough to expose or hide bugs in the used lookup algorithm.

The first set of tests is aimed at verifying if the prefix origin validation works correctly
for static ROA and route configurations. To assess this four tests have been implemented,
each testing a specific validation result. Invalid results are split into invalid length
and invalid AS. The validation does not distinguish between them, but they are tested
individually nonetheless because there could be bugs that effect one but not the other.
All tests in this first set use the ROAs shown in table 6.1. Each of these tests uses a

Prefix Maximal Length ASN
192.168.0.0/16 24 400
2000::/16 32 400

Table 6.1: ROA used in the first set of basic tests

small set of route announcements hand picked to test corner cases with the available
ROAs. To test valid announcements two different routes with the extreme prefix lengths

are announced per IP version (Table 6.2). The test for checking announcements that

Prefix ASN
192.168.0.0/16 400
192.168.1.0/24 400

Table 6.2: IPv4 prefixes and their ASN to test validation of valid prefixes

validate as not-found uses prefixes representing the extreme again. First prefixes that

are just to short to match one of the provided ROAs are announced—one that is too
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long is not announced because it should validate as invalid—and secondly a prefix that
is completely unrelated to the provided ROAs is announced. Invalid length is tested
by announcing prefixes that exceed the valid length by one bit (Table 6.3). Testing for

Prefix ASN
192.168.128.0/25 400
2000:124::/33 400

Table 6.3: IP prefixes and their ASN to test validation of invalid length prefixes

correct validation of prefixes with an invalid ASN is similarly simple. The prefixes are
otherwise valid but with a different origin ASN (Table 6.4). It might also be interesting

Prefix ASN
192.168.0.0/16 200
2000:123::/31 600

Table 6.4: IP routes to test validation of invalid as prefixes

to check if the validation result is still correct if multiple problems exist with a given

prefix, however, that is left for future work.

In addition to these simple static tests an additional test that covers the entire range
of a ROA has been implemented. This is an extended version of the simple valid test
and would of course not be feasible for a ROA with a very long prefix range. Therefore

sufficiently small ROAs with only 27 possible prefixes are used (Table 6.5).

Prefix Maximal Length ASN
192.168.0.0/16 24 400
2000::/32 40 400

Table 6.5: ROA used for testing the full prefix range

After the above described static tests two dynamic tests have been implemented. The
purpose of these tests is to check if revalidation is working correctly. Both tests use a
set of static routes and dynamic ROAs. The second test is specifically designed for the
corner case of prefixes with an invalid length. These are prefixes that are outside the
range of the ROA. One could be tempted to optimize the revalidation code to only check
prefixes within the range of updated ROAs and thereby missing those with an invalid
length.
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The first revalidation test starts with the basic set of ROAs and announces a valid pair
of prefixes to the test subject. After checking that the validation result is indeed valid,
the ROAs are removed. Since there are no ROAs left, now the validation result must be
not-found. After establishing that this is indeed the result the test subject came to, the
same set of ROAs is announced again but with a different ASN. The prefixes are now

expected to validate as invalid.

The final revalidation test again uses the default set of ROAs. It starts by announcing
two sets of prefixes. The first set (Table 6.6) contains only initially valid routes, while
the second set (Table 6.7) contains initially invalid routes. After confirming that all
announced routes have the expected initial validation result, the ROAs are removed

again. Both sets should now validate as not-found.

Prefix ASN
192.168.128.0/23 400
192.168.64.0/24 400
2000:1000::/30 400
2000:123::/32 400

Table 6.6: First set of prefixes for the invalid length revalidation set

Prefix ASN
192.168.32.0/25 400
192.168.16.0/26 400

2000:1234: :/33 400
2000:1234::/34 400

Table 6.7: Second set of prefixes for the invalid length revalidation set

With this set of tests two bugs were found in the revalidation code path of the test
subject, both in the lookup that finds the prefixes that must be revalidated. The first
bug is due to an implementation detail of the test subjects BGP table and only happens
under very specific circumstances that are very unlikely to be reached in a production
deployment. This is because it requires a very short prefix to be announced or a very
small BGP table. Both conditions are unlikely to be meet in production because RPKI
is only relevant for routers that work with the global BGP routing table—which has
hundreds of thousands of prefixes—and prefixes smaller than eight practically do not
occur [31] on the Internet. Nonetheless, a fix for this bug has been submitted upstream.
This also led to the idea of repeating each test with a pre-populated routing table. If
this bug can vanish with a populated table, there might also be bugs that vanish with an
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empty one. The other bug that was found is exactly the one anticipated above regarding

prefixes with an invalid length. A fix for this bug is currently being worked on.

25



7 Conclusion and Outlook

The goal of this work was to implement a test framework for RPKI prefix validation
in BGP implementations. To accomplish this a modular architecture that could easily
accommodate external components was created. Then a survey was conducted in order
to find software components that could be used to implement the more complex tasks
the framework needs to accomplish, since implementing all required functionality within
the available time would otherwise not have been possible. Adapting the framework
to test different implementations is easily possible as no tight integration into the test
subject exists. All communication after the initialization is conducted using standard
protocols. To further ease adaption to other implementations a set of self tests has been

implemented that can guide troubleshooting of a new adaption.

A set of concrete tests has been implemented in order to show that the framework is
capable of the tasks it was designed for. It could be confirmed that it is able to test the
prefix origin validation functionality of a BGP speaker for dynamic ROA configurations

without relying on implementation specific interfaces.

For now only static prefix configurations have been tested because it is expected that the
code path performing the validation is the same for both static and dynamic configurations
as both are validated when ingesting Adj-RIB-In. However, it might still be worthwhile
to implement a test for dynamic configurations. The developed framework is already

capable of supporting such a test.

To profit as much as possible from this framework it should be integrated into the
continues integration pipelines of the test subjects. This is planned for the example test
subject FRR.

Additionally GoRTR should be properly evaluated as a possible candidate for a faster

and easier to install RTR server implementation.
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Glossary

AS-Path Every AS which a route announcement has traversed in the order they were

visited.
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