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Motivation == EAU

Definitions

Cyber-Physical Systems (CPS)

Systems with tight connections of physical &
computational resources that communicate over Factory Device
networks.

Monitoring #

Dynamic changes:

— switch of production process

— new or updated machinery

— mobile devices, such as laptops and robots

G Central Controlling
Challenges

Safety-critical & real-time tasks:
bounded delays and no information loss.
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have been studied in isolation, Delay No. of Priority
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Dynamic Network
— centralized control units

— decentralized reservation protocols
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Overview
Network Planning

A
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— decentralized reservation protocols

Redundancy

Source &2 &2 —
Destination o ~ > [
Data Size S¢ () ’
Sending Interval J¢ I \ o (ggj —
Deadline D; N O —
send Sy every J;
Dynamic Network
— centralized control units
Delay Forwarding No. of Priority Prioritization Path
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Overview
Network Planning
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arrive before Dy
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— decentralized reservation protocols

Redundancy

Source ) &) —
o <« <«
Destination > I
Data Size S¢ o\ i
Sending Interval J¢ I - —
Y S
Deadline Dy = = —
send Sy every J;
Dynamic Network
— centralized control units
Delay
Guarantees
Forwarding No. of Priority e Path
Prioritization )
Parameter Queues Selection

Config.
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State-of-the-Art Tngoumation To-Ge -
TSN is still under development
and many features are currently

promised, but not developed.

I

FAU

Dynamic Networks

Dynamic
centralized — no algorithm in standards

decentralized — standardized protocols, but...

1997 2010 2018

Resource Reservation Protocol (RSVP) Stream Reservation Protocol (SRP) Resource Allocation Protocol (RAP)
mostly relied on IntServ for Credit-Based Shaper support planned for various schedulers
with per-flow shaping with per-class shaping IEEE Std P802.1Qdd (draft)

|IEEE Std 802.1Qat

—

... only for specialized hardware
(e.g., rate-controlled strict priority, ... proven wrong (no real- ... no solutions for

Worst-case Fair Weighted Fair time guarantees) [2] real-time guarantees yet
Queueing (WF2Q), ...)
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Latency Calculation EF

Re-configuration of whole network

Looking back: RSVP/IntServ
Flow latency does not depend on other flows — service guaranteed at all times
But now?

Service offered by TSN schedulers depends on scheduled flows
— flow burstiness changes, which changes the delay in the subsequent network

Dq5 = 0[15

Listener

Talker Listener
Dg3 = Ous
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Latency Calculation EF

Re-configuration of whole network

Looking back: RSVP/IntServ
Flow latency does not depend on other flows — service guaranteed at all times
But now?

Service offered by TSN schedulers depends on scheduled flows
— flow burstiness changes, which changes the delay in the subsequent network

Listener

Listener

Talker N,
Dg1 = 100us Dy, = 120us  Dgz = 140us
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Latency Calculation EF

Re-configuration of whole network

Looking back: RSVP/IntServ
Flow latency does not depend on other flows — service guaranteed at all times
But now?

Service offered by TSN schedulers depends on scheduled flows
— flow burstiness changes, which changes the delay in the subsequent network

Listener

Tnpounation Te-Ge
Adding new flows changes the
guarantees (delay, buffer size,...)

of potentially all existing flows.

Listener

Talker
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Latency Calculation EF F/A,é\\\u

: Admission Control
Solution:

— Current Worst-Case Per-Queue Latency d

Per-Queue Latency Bounds =
— Per-Queue Delay Bound D,

— Topology-Independent
— Allow flow only if: dq < Dy, Vq on path

— Interference-Independent e
— Latency bound of flow:  Determined by D,

Listener

Listener

Talker
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Latency Calculation
State-of-the-Art

Previous Works Assumption: There exists a maximum d, for Credit-Based Shaper

1) IEEE 802.1BA
idSl

C
d =tproc + L + (T - CMI — tLM) " 775 FiLror-1PG
~——
other pr. same priority

2) IEEE 802.1Q

d = tinQueue t tint + 1L, + tprop + tsf
anludes | Lmax/C for prio. 7
T (Lpax + L) /(C = idSI™M)  for prio. 6

3) Plenary 100 Mbit/s

Rinax — LFor
d = ( Linagx +2- (Rmax - LFOI) - [ maxN . “+LFOI) “Loct
——
other pr. same priority
CMI idSl R - L
|28 [t
Loct C Lmin
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results and analysis from [2]
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Latency Calculation Tnpoumation Te-Ge

State-of-the-Art Delays in a netw?r.k cannot
be ,forseen“in a
dynamic environment.

i FAU

Previous Works Assumption: There exists a maximum d, for Credit-Based Shaper

2.00 1
Talker 1 BE BE 1.75 1
v v —
8 L £ 1.50-
BE Listener E‘ 1.25 1
_92 ° [ ° * (b
= : : : g 1.00-
3 £
£ | Talkern BE BE 2 0-757
=3
\ \ © 0.501
— 025 T
L )
T
Stages =5 0.00

—®— Plenary 100 Mbit/s
802.1BA

—e— 802.1Q
—e— Simulation

2 4 6 8 10 12
Number of Input Links

+ analytical proof that d, cannot be upper bounded in dynamic scenarios [2]
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Latency Calculation

New Solution: Network Calculus
Modeling of Communication Systems

Worst-Case Performance Guarantees:
max. Delays, max. Buffer Sizes, max. Output, ...

Cumulative Functions:
max. Arrival Curve a(t) and min. Service Curve [3(t)

Output-Port B(®)
AN

e B Y

-
- a(t) > a () >
>

Link
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Latency Calculation

Min-Plus Algebra

— Arrival Curve:

— Strict Service Curve:
— Aggregation:
— Max. Output:

Vs <t: R(t)— R(s) < a(t—-ys)

vV backlog-period ]|s,t]:R*(t) — R*(s) = L(t —5)

(“f1 + afz)(t) = “f1 (t) + afz (t)
(a @ B)(t) = supfa(t +w) — f(u)}

uz0

— Ind. Service Curve: (a © B)(t) = sup{f(u) — a(u)}

— Max. Delay:

uz0

D(a, ) = sup{inf{d : a(t) < f(t +d)}}

t=0 “=

D((ay, @ (Bs, — a,)) @ Bs,, Bs;)

Listener

Talker

Listener

Example

Dmax

foi
Ds

0

aSO

Ds

1
S1

a51

= DSO + DSl

= D(aSo’ﬁSO)

= aft + gfroi

= D(a51"851)

= alfei(t + Ds, + Ds,)

So

Computer Networks and Communication Systems, Friedrich-Alexander-Universitat Erlangen Nurnberg, Lisa Maile

8. Juli 2024

17




Latency Calculation

Min-Plus Algebra

— Arrival Curve:

— Strict Service Curve:
— Aggregation:
— Max. Output:

Vs <t: R(t)— R(s) < a(t—-ys)

vV backlog-period ]|s,t]:R*(t) — R*(s) = L(t —5)

(“f1 + afz)(t) = “f1 (t) + afz (t)
(a @ B)(t) = supfa(t +w) — f(u)}

uz0

— Ind. Service Curve: (a © B)(t) = sup{f(u) — a(u)}

— Max. Delay:

uz0

D(a, ) = sup{inf{d : a(t) < f(t +d)}}

t=0 “=

D(ay, (t + Ds, + Ds,,

- QSl - QSZ)’ﬁS:;)

Listener

Talker

Listener

Example

= a/foi(t + Ds, + Ds,)
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Latency Calculation E:F F/A\U

datat For each queue:
Tnpounation Te-Ge
Network Calculus can be adapted
to not depend on flows in other T
| .-
parts of the network. l B < E— -7
PPt Tsetﬁ =D(a,f)=d .
N @h =g
= ;
. . ® v : T T T —>
D(afl(t +D5'1 +D52 —251 —ng),ﬁsg) time
D(ay, (t + 551 — Ds ). Bs, Listener
D(af1 + afz’ﬁ51)
%- .
Talker —@ Listener
Forwarding
Delay Parameter No. of Priority Prioritization Patr? Redund.ancy
Guarantees Queues Selection Config.
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Latency Calculation E:F F/A\U

datat For each queue:
Tnpounation Te-Ge
Network Calculus can be adapted
to not depend on flows in other T
| .-
parts of the network. l B<B_ .--—~
PPt Tsetﬁ =D(a,f)=d .
X @h =g
N ﬁ
. . ® : : T T T —>
D(afl(t +D5'1 +D52 —251 —ng),ﬁsg) time
D(ay, (t + Ds; — 251)':352 Listener
D(af1 + afz’ﬁ51)
%- .
Talker —@ Listener
No. of :
: Priority
Delay Forwarding e Path Redundancy
Guarantees Parameter Slelies Prioritization Selection Config.
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Delay Budgets EF FAU

Importance

Reserved Flows (max. 344)

o~
o~
o
~N - 300
—3
= o)
S ~ 250
o
— o~ 200
o —
2 o
O
Queue 0 = go 100
O
Queue 1 N 50
o
e 0

0 2 4 6 8 10 12 14 16 18 20 22

State of the Art: “Educated Guess” Delay Queue 1 [100ps]
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Framework

/ Offline Network Optimization \

pre-configuration phase

static traffic

A )

per-queue delay budgets + no. of queues

/ Online Admission Control \

network in operation

dynamic traffic
0 Y 4

Computer Networks and Communication Systems, Friedrich-Alexander-Universitat Erlangen Nurnberg, Lisa Maile
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Candidate Solutions EF

=AU

/ Offline Network Optimization \

Meta-Heuristic

solutions’ fithess candidate solutions

Delay Analysis Framework l )

(
(
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Candidate Solutions EF

=AU

/ Offline Network Optimization \

Y

— Queue Prio. 7 TSA

Meta-Heuristic

— Queue Prio. 6 TSA

Output Link

solutions’ fithess candidate solutions

Delay Analysis Framework 1 ) — Best-Effort TSA

50us — 50us — candidate solution with uniform delays:
500us — 500us — [50us, 500us]
==
<«

Fixed Priority

\ 4

=

)

==
<
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Candidate Solutions EF

=AU

/ Offline Network Optimization \

Y

— Queue Prio. 7 TSA

>

Meta-Heuristic S
—  Queue Prio.6 | TSA » O >

3 | Output Link
solutions’ fitness candidate solutions X
1 L
Delay Analysis Framework ) - Best-Effort TSA >
250us — 50us — candidate solution with individual delays:
500us — 600us — [250us,500us, 50us, 600us]
< < < <
<« <«
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Candidate Solutions

a

Offline Network Optimization

~

Meta-Heuristic

solutions’ fithess

candidate solutions

250#5 —>

500us —

ily

i FAU

— Queue Prio. 7

EE— Queue Prio. 6

TSA >
>
5

TSA | a .
3 | Output Link
X

TSA >

Delay Analysis Framework 1 ) — Best-Effort

Ous —»

600us —

invalid candidate solution

N
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Candidate Solutions EF
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/ Offline Network Optimization \

Y

— Queue Prio. 7 TSA

Meta-Heuristic

— Queue Prio. 6 TSA

Output Link

solutions’ fithess candidate solutions

Fixed Priority

\ 4

Best-Effort TSA

250us — 50us —»
valid candidate solution
600us — (defines no. of priorities)
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Solution‘s Fitness E:F

Fitness / Reward Function

=AU

/ Offline Network Optimization \

Meta-Heuristic

solutions’ fithess candidate solutions

Delay Analysis Framework l )
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Solution‘s Fitness
Fitness / Reward Function

i FAU

f(s) =wy-fr(s) +wy - fa(s)+t w3 fp(s), w; + wy + w3 =1

fr(s) =1

if all static flows are reserved

[, ]

T/

fa(s) =1

if dynamic future flows

“have space”

— % of bandwidth for defined

traffic classes

il
Iy

I
i

P——
+20% Bandwidth for Profile X

Computer Networks and Communication Systems, Friedrich-Alexander-Universitat Erlangen Nurnberg, Lisa Maile

fp(s) =1

if end-to-end delays match
deadline requirements
(within 30% interval)

— because low delays require
more resources

Sending Tnterval

Max. Frame Size

Max. Latency

Profile 1 250 ps 648 250 ps
Profile 2 500 11s 128B 500 ps
Profile 3 1000 ps 2568 1000 ps
Profile 4 2000 ps 512B 2000 ps
Profile 5 4000 ps 1024B 4000 ps
0.7-D, D, Dy(s)

8. Juli 2024 33




Meta-Heuristic E:F FAU

/ Offline Network Optimization \

Genetic Algorithm (GA)
VS.
0.75 -
solutions’ fitness candidate solutions B X X
0.70 T o
l " be
Delay Analysis Framework 0.65 g n®
»
S 0.604 ==
= ¢
0.55' :
$ GA
0.50 1 PSO
. —— Optimum
0.45 : : ; : ! |
0 50 100 150 200 250 300

runtime [s]
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Evaluation
Benchmark Algorithms

Benchmark Algorithms

Genetic Algorithm (GA)
Particle Swarm Optimization (PSO)

new solution — to be evaluated

Exhaustive Search (ES)

all solutions — optimum

Intuitive Approach (lA)

deadline of static flows uniformly
distributed over path
— “educated guess”

runtime [h]

o}

61—

5

4

3 -

2 //\

| =

04 e mmme |
ES GA PSO A

2 queues

=AU
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fitness

Evaluation
Benchmark Algorithms

Tnpeoumatien Te-Ge

Meta-heuristics are highly

efficient in testing a large variety of

network setups.

i FAU

e T,

|
T

= ——

—_——

1.0 A 0}
= hd
o 61
0.8' -[L [0} 5'
[ T ] [ T 1 [ T ] o] E 4 -
06 &= =L L o
£ 3.
0.4 1 T c
& 2 2
Q —
0.2 1 T 1 -
0 -
0.0 1 - .
1 I 1 1 1 1 1 ES
ES GA PSO A GA PSO IA
2 queues 4 queues
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GA PSO

2 queues

IA

GA PSO IA

4 queues
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Framework Overview EF
Combination of Offline and Online Control

/ Offline Network Optimization \

Meta-Heuristic

=AU

[3]

solutions’ fithess candidate solutions

Central

P Controller | ~_
s N
/// o AN
Delay Analysis Framework e / N RN
[5] e / \ N
/ \

- e /

N

|
|
|
|
|
| N
- / [ \
|
|
v

per-queue delay budgets + no. of queues - / \
4 ¥ X
~ D D = E—&— 1
Online Admission Control Talker Listener

Decentralized

Centralized [1]

Reservation
Protocol [2]

Control Instance

4’//{Ba Maile
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. Offline Network Optimization
Flow Reservation [ - ] EF

Central Controller per-queue delay budgets + no. of queues

) 4

=AU

Central Controller for Online Admission Control

Network Graph Representation

0. Register device

Talker



Flow Reservation [ Offline Netwg'k Optimization ] EF |,,§/A\\U

Central Controller per-queue delay budgets + no. of queues

e NP e

Central Controller for Online Admission Control

Flow Allocation

2. get DCLC Path

Network Graph Representation

1. Flow request with:
*Interval, Frame Size

* Source & Destination
*Deadline

0. Register device

Talker




i Offline Network Optimization
Flow Reservation | - | == EAU
Central Controller per-queue delay budgets + no. of queues

Central Controller for Online Admission Control

Flow Allocation
3. for each hop:
2. get DCLC Path

check delay budgets
& buffer

Network Graph Representation

1. Flow request with:
*Interval, Frame Size

* Source & Destination
*Deadline

0. Register device

Talker




i Offline Network Optimization
Flow Reservation | - | == EAU
Central Controller per-queue delay budgets + no. of queues

Central Controller for Online Admission Control

Flow Allocation
3. for each hop:
2. get DCLC Path

check delay budgets
& buffer

Network Graph Representation

1. Flow request with:
*Interval, Frame Size

* Source & Destination
*Deadline

0. Register device

Talker




Flow Allocation i? FAU

How to find the path(s)?
1. Delay Budgets can be used for Routing Algorithms ©

2. Multiple Priorities: Separate Graph

7
priority 7 priority 6
Prioritizati Path
Delay Forwarding No. of Priority rlioritization Selection Redundancy
Guarantees Parameter Queues Config.
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Flow Allocation E:F FAU

How to find the path(s)?
1. Delay Budgets can be used for Routing Algorithms ©

2. Multiple Priorities: Separate Graph or Combined

Prioritizati Path
Delay Forwarding No. of Priority rlioritization Selection Redundancy

Guarantees Parameter Queues Config.
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Flow Allocation i? FAU

How to find the path(s)?
1. Delay Budgets can be used for Routing Algorithms ©

2. Multiple Priorities: Separate Graph or Combined

Prioritizati Path
Delay Forwarding No. of Priority rlioritization Selection Redundancy

Guarantees Parameter Queues Config.
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Flow Allocation i? FA%\\U

How to find the path(s)?
1. Delay Budgets can be used for Routing Algorithms ©

2. Multiple Priorities: Separate Graph or Combined

3. “Bandwidth” Weights to Balance the Network

Prioritizati Path
Delay Forwarding No. of Priority rlioritization Selection Redundancy

Guarantees Parameter Queues Config.
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Flow Allocation EF FA%\\U

How to find the path(s)?
1. Delay Budgets can be used for Routing Algorithms ©

Multiple Priorities: Separate Graph or Combined

“Bandwidth” Weights to Balance the Network

> W D

Algorithm:

until #paths found:

get delay-constrained least-cost (DCLC) path

check access

Prioritization Path
Selection Redundancy

Config.

8. Juli 2024 46

Delay Forwarding No. of Priority
Guarantees Parameter Queues

Computer Networks and Communication Systems, Friedrich-Alexander-Universitat Erlangen Nurnberg, Lisa Maile



Flow Allocation EF FA%\\U

How to find the path(s)?
1. Delay Budgets can be used for Routing Algorithms ©

Multiple Priorities: Separate Graph or Combined

“Bandwidth” Weights to Balance the Network

> W D

Algorithm:

until #paths found:

get delay-constrained least-cost (DCLC) path

check access

by adapting disjoint shortest path routing algorithms [6] (e.g., Suurballe, ...)

5. Optional: Confiaure Redundancv Mechanisms [4] [7]

Prioritizati Path
Delay Forwarding No. of Priority rioritization Selection Redundancy

Guarantees . Parameter Queues Config.



Flow Allocation e EF FAU

Pre-defined paths and priorities
(e.g., by users) are far from optimal.
Heuristics can be more efficient.

How to find the path(s)?
1. Delay Budgets can be used for Routing Algorithms ©

Multiple Priorities: Separate Graph or Combined

T 500
B shortest path balanced .

“Bandwidth” Weights to Balance the Network

450

> W D

=
| 1 400 ;-" Algorithm:
350 § ®
| :
300 = .
- S until #paths found:
250
- ] ] ™ mE T, get delay-constrained least-cost (DCLC) path
Mo. of Queues 3 2 3 4 5
Priority Assignment | manual automatic Tradk FEeERs
by adapting disjoint shortest path routing algorithms [6] (e.g., Suurballe, ...)
5. Optional: Confiaure Redundancv Mechanisms [4] [7]
Prioritizati Path
Delay Forwarding No. of Priority rioritization Selection Redundancy

Guarantees Parameter Queues Config.



Flow Reservation .

Routing Decision

o
@ delay-constrained least-cost (DCLC) routing algorithm, with bandwidth utilization as costs

/\ ‘ /\ balances the network load / prevents bottlenecks

——— no flow-to-priority mapping required as input

@ no guarantee on optimality (optimization problems themselves)

future flows unknown
«*"

0
4 still, highly practical networks with few user input / assumptions on future flows

Computer Networks and Communication Systems, Friedrich-Alexander-Universitat Erlangen Nurnberg, Lisa Maile
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Flow Reservation EF
Central Controller

=AU

Central Controller for Online Admission Control

Flow Allocation
3. for each hop: 4. Reserve flow with:
2. get DCLC Path

check delay budgets * per-hop priorities
& buffer * per-queue bandwidth

+ redundancy config.

Network Graph Representation

1. Flow request with:
*Interval, Frame Size

* Source & Destination
*Deadline

0. Register device




Redundancy Configuration

i FAU

Challenges: Incorrect configuration of parameters for elimination in IEEE Std 802.1CB can result in valid
frames to be discarded entirely, passing of duplicates, and unexpected bursts.
Too high and too low values can jeopardize the reliability of FRER [Maile2022].

/

Match Recovery Algorithm (MRA):

only applicable to intermittent streams,
otherwise MRA passes duplicates
— missing support for
intermittent stream identification

~

.

Vector Recovery Algorithm (VRA)
— History Length: frerSeqRcvyHistorylLength

too short: discards (new) frames [Hofmann2020]

too high: increased processing time can result in
frame loss [Rana2023], 0(n) with n window size

J

Delay
Guarantees

No. of Priority
Queues

Forwarding
Parameter

4 Reset Timer:
SequenceRecoveryResetMSec
too low: unnecessary resets [Maile2022] &
duplicates passed [Varga2023]
too high: discards (non-duplicate)
\_ frames [Maile2022]
-
Burst & Peak Rate Increase:
'no delay increase for flow [Thomas2022] and for
0" interfering flows [Hofmann2020]
& buffer must be increased [Hofmann2020]
-
Redundancy
Prioritization Path Config.
Selection




Redundancy Configuration =: |,.§/A,=\\\U

Stream Characteristics: ~ CMIis used as variable name, Tnpeumation Te-Ge
it represents arbitrary sending intervals, . . _
Sending Interval (e.g., CMI) possibly individual for each stream Redundancy in TSN is save, if
configured with the given formulas.
Maximum Interval Frames (MIF) Only require TSpec and Ad.

Maximum Frame Size (MFS) introduction of optional jitter term,

A stream sends at most MIF packets during an interval of length CMI. | if the frames are not guaranteed to be separated

Each packet is smaller or equal to MFS. by full mter\./al (?.g., (?Iue to clock inaccuracy)
with j; +j, =] < CMI

o tih
Network Characteristics: lllustration: [~ CMI— <«
101 102 103 104
lowest delay of fastest path dg. (best-case) Send packets v ¥ v ¥
i < dwc >
highest delay of slowest path d;, . (worst-case)
<dpc >« Ad >

reception window: Ad = dy — dgc 101
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Conclusion §:= F/A/:\\\U

Q\Q Ultra-reliable flows with save guarantees and redundant transmission

%l Only minimal user input

>
|(>:| ¢ Combining offline and online configuration for TSN networks

-

(X0 Allows for efficient networks in dynamic scenarios

@ Future work: Heterogenous networks
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