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Motivation

Attack Scenario: Name resolution by loT devices

loT
device
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Motivation

Attack Scenario: Name resolution by loT devices

DNS request

\

7
[AAAA, product-vendor.us-east-1.elb.amazonaws.com]

loT DNS
device server
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https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=product+vendor

Motivation

Name

Description

CVE-2019-XXXXX

Attack Scenario: Name resol

CVE-2023-YYYYY

Vendor Product are affected by a stack-based buffer
overflow by an unauthenticated attacker which allows
for remote code execution.

Vendor Product ...

DNS req

loT g

[AAAA, product-vendor.us-east-{(.21b.amazonaws.com]

DNS

device Eavesdropper server
DNS response
]
A) N ——
[AAAA: 2001:db8::1]
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Motivation

Attack Scenario: Name resol

Name Description

CVE-2019-XXXXX  Vendor Product are affected by a stack-based buffer
overflow by an unauthenticated attacker which allows
for remote code execution.

CVE-2023-YYYYY Vendor Product ...

[AAAA, product-vendor. us-east—@lb .amazonaws . com]

loT \ﬁ/g DNS
device Eavesdropper server

DNS response

[AAAA: 2001:db8::1]
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Motivation

Attack Scenario: Name resolution by loT devices

DNS request

( o J
loT a DNS
device Eavesdropper server
’ DNS response
) ( & J -
Countermeasure

Encrypt name resolution triggered by loT devices against eavesdropping
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Challenge: Constrained loT

Constrained nodes (RFC 7228):

Characteristic Class0 Class1 Class?2

Data size [KiB] < 10 ~ 10 ~ 50

~

Codesize [KiB] <« 100 ~ 100 ~ 250
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Challenge: Constrained loT

Constrained nodes (RFC 7228):

Characteristic Class0 Class1 Class 2

Data size [KiB] < 10 ~ 10 ~ 50
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Constrained networks:
+ Low throughput, high packet loss, asymmetric link
characteristics

High penalties on large packets (link layer fragmentation)
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Challenge: Constrained loT

Constrained nodes (RFC 7228):

Characteristic Class0 Class1 Class 2

Data size [KiB] < 10 ~ 10 ~ 50
Codesize [KiB] <« 100 ~ 100 ~ 250

Constrained networks:

+ Low throughput, high packet loss, asymmetric link
characteristics

High penalties on large packets (link layer fragmentation)

Characteristic  |EEE 802.15.4 BLE LoRaWAN
Data rate [kBit/s] 124-162 125-2000 0.3-5
Frame size [bytes] 127 > 1280 59-250
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Constrained networks:
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Low throughput, high packet loss, asymmetric link

High penalties on large packets (link layer fragmentation)
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Challenge: Constrained loT

Constrained nodes (RFC 7228):

Characteristic Class0 Class1 Class 2

Data size [KiB] < 10 ~ 10 ~ 50

~

Codesize [KiB] <« 100 ~ 100 ~ 250

Constrainer 0.000003% - 0.0009%
*  Low thrd

characters slower than WiFi 6
High penalties on large packets

inkTay—_"ftagmentation)
Characteristic |IEEE 802.15.4 BLE | LoRaWAN
Data rate [kBit/s] 124-162 125-2000 0.3-5
Frame size [bytes] 127 > 1280 59-250
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Possible Solutions for Encrypted DNS

DNS over HTTPS
(RFC 8484)

DNS over TLS
(RFC 7858)
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Possible Solutions for Encrypted DNS

DNS over HTTPS

DNS over TLS

DNS over QUIC

DNS over DTLS

(RFC 8484) (RFC 7858) (RFC 9250) (RFC 8094)
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Possible Solutions for Encrypted DNS

DNS over QUIC DNS over DTLS
(RFC 9250) (RFC 8094)
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Possible Solutions for Encrypted DNS
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(RFC 8094)
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Possible Solutions for Encrypted DNS

Our proposal: DNS over CoAP
(https://datatracker.ietf.org/doc/
draft-ietf-core-dns-over-coap/)

Encrypted communication based on DTLS or OSCORE
Block-wise message transfer provides message
segmentation

En-route caching mitigates high link layer packet loss
Share system resources with CoAP applications

- Same socket and buffers can be used
- Re-use of the CoAP retransmission mechanism

pOV2

©
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Designing DNS over CoAP
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CoAP: The Constrained Application Protocol
“REST over UDP” ~ The HTTP for loT

GET /temp?unit=°C

2.05 Content “22.5°C”

POST /light “ON"

2.04 Changed

\)
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CoAP Security Modes

DTLS Datagram Transport Layer Security (=~ TLS over UDP)
Encrypted Transport

- )
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DTLS Datagram Transport Layer Security (=~ TLS over UDP)
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= )
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CoAP Security Modes

DTLS Datagram Transport Layer Security (=~ TLS over UDP)
Encrypted Transport

—@
=1~ V) \=) ]
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CoAP Security Modes

DTLS Datagram Transport Layer Security (=~ TLS over UDP)

Encrypted Transport Unencrypted Channel

]

I\ ( “ | L=1 )
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CoAP Security Modes

DTLS Datagram Transport Layer Security (=~ TLS over UDP)

Encrypted Transport Unencrypted Channel

f ) ) Q ) =) )
jlL-1— V) L= FINE=E T U ) )
OSCORE Object Security for Constrained RESTful Environment

- 1 P
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CoAP Security Modes

DTLS Datagram Transport Layer Security (=~ TLS over UDP)

Encrypted Transport Unencrypted Channel
@r— ]

OSCORE Object Security for Constrained RESTful Environment

s ==~ )
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CoAP Security Modes

DTLS Datagram Transport Layer Security (=~ TLS over UDP)
Encrypted Transport Unencrypted Channel
0l ) ) Q Nl =) )

U L) ARANEn PN |Sl)) J

OSCORE Object Security for Constrained RESTful Environment

I ==Y, }@0 (&) )Q
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DNS over CoAP (Do()

* Just map the DoH
methods GET and
POST?
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DNS over CoAP (Do()

* Just map the DoH

methods GET and HTTP
5 -
POST: GET POST
Responses cacheable v/ X
Application data carried in body ¥ v
Block-wise transferable query X v
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DNS over CoAP (Do()

* Just map the DoH CoAP
methods GET and HTTP
POST? GET POST FETCH
) EETCHfr;et:od ITdCOAP' Responses cacheable v/ X v
est of both worlds Application data carried in body ¥ v v
(RFC 8132) Block-wise transferable query ¥ v v
e g O




DNS over CoAP (DoC): Example Query

FETCH request

N (S T
4
DoC DoC DNS
Client |, CoAPresponse | Seryer Infrastructure
| eIVer il
~ ~~
DNS over CoAP DNS over UDP/HTTPS/QUIC/...
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DNS over CoAP (DoC): Example Query

FETCH coap://doc.example/
Content-Format: application/dns-message
(What is AAAA for “example.org”)

FETCH request

DoC "'Doc [T DNS
Client CoAP response Server |, Infrastructure
DNS over CoAP DNS over UDP/HTTPS/QUIC/...
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DNS over CoAP (DoC): Example Query

’ (What is AAAA for “example.org”) ‘

FETCH request \

4
DoC DoC DNS
Client |, CoAPresponse | Seryer Infrastructure
| eIVer il
~ ~~
DNS over CoAP DNS over UDP/HTTPS/QUIC/...
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DNS over CoAP (DoC): Example Query

’ (AAAA for “example.org” is 2001:db8: : 1, TTL: 3600) ‘

FETCH request

AN (D T N N
4
DoC DoC DNS
Client |, CoAPresponse | Seryer Infrastructure
ekl nttub N A PR N
~ ~~
DNS over CoAP DNS over UDP/HTTPS/QUIC/...
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DNS over CoAP (DoC): Example Query

2.05 Content
Content-Format: application/dns-message
(AAAA for “example.org” is 2001:db8: : 1, TTL: 3600)

FETCH requ /

DoC DoC DNS
Client | CoAPresponse | Server | Infrastructure
DNS over CoAP DNS over UDP/HTTPS/QUIC/...
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Evaluation Setup: DNS Transfer Protocol
Comparison

+ Client 1 and 2 query records for names of
length 24 chars (median of loT data) via

‘ - UDP

- DTLSv1.2
CR I OT IOT'I'AB CoAP (unencrypted)

- CoAPSv1.2 (CoAP over DTLSv1.2)
5 '9T - OSCORE
omain
* 50 A and AAAA records each
orwarder Border Resolver/ (mostin loT data)
Router  Server « Pojsson distribution: A = 5 queries / sec

* 10 runs on loT-nodes (incl. border router):
Cortex-M3 with |IEEE 802.15.4 radio

Client 1

Client 2
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Experiment: Resolution Time

DNS Transports CoAP Methods
—UDP —— CoAPSv1.2 - POST
DTLSv1.2 OSCORE
—— CoAP
A record

0 10 20 30 40
Resolution time [s] Resolution time [s]
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Experiment: Resolution Time

DNS Transports CoAP Methods
—UDP —— CoAPSv1.2 - POST
DTLSv1.2 OSCORE
—— CoAP
A record

0.0 derrrrrrrrrrrrrrrrrererrrrerepereereee
0 10 20 30 40 O 10 20 30 40
Resolution time [s] Resolution time [s]

Clear performance groups visible
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Experiment: Resolution Time

DNS Transports CoAP Methods
—UDP —— CoAPSv1.2 - POST
DTLSv1.2 OSCORE
—— CoAP
A record

o

20 30 40
Resolution time [s] Resolution time [s]

Group 1
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Experiment: Resolution Time

DNS Transports CoAP Methods
—UDP —— CoAPSv1.2 - POST
DTLSv1.2 OSCORE GET
——CoAP —FETCH
A record AAAA record

0 10 20 30 40 O 10 30 40
Resolution time [s] Resolution time [s]
Group 2
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Experiment: Resolution Time

DNS Transports CoAP Methods
— UDP —CoAPSv1.2 | - POST
DTLSv1.2 OSCORE GET
——CoAP

A record

0 10 20 30 40 O 10 30 40
Resolution time [s] Resolution time [s]
Group 3
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Experiment: Resolution Time

DNS Transports CoAP Methods
—UDP —— CoAPSv1.2 - POST
DTLSv1.2 OSCORE GET
—— CoAP —— FETCH
A record AAAA record
1.0—_ = 7 —— —
m e ]
0.5 B
oY ]
1 ]
1O I eu——————— -

T T T
0 10 20 30 40 O 10 20 30 40
Resolution time [s] Resolution time [s]

Where do performance
groups come from?
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Experiment: Resolution Time & Packet Sizes

Packet size == L2 max. frame size

w 4 UDP
DNS Transports CoAP Methods fi 192
——UDP ——CoAPSv12 POST %gg: _____________ e
DTLSv1.2 OSCORE S
7 967
—— CoAP © 6ad
g
A record s 324
=

0 T T T T
Query [F/P] Query [G] Resp. (A)Resp. (AAAA)

0.0 AR WAL SRR RALRLAALL R

20 30 40 10 20 30 40
Resolution time [s] Resolution time [s]
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Experiment: Resolution Time & Packet Sizes

Packet size == L2 max. frame size

w 4/ UDP
DNS Transports CoAP Methods £ 192
—uDP —CoAPSv12 POST &igg: ____________ ]
DTLSv1.2 OSCORE 8
& 969
—— CoAP Y 649
g
A record 8
=

w
[=3N )
!

Query [F/P] Querly [G] Resp. (A)Resp. (IAAAA)

0 10 20 30 40 10 20 30 40
Resolution time [s] Resolution time [s]
Group 1

No message fragmentation

™
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Experiment: Resolution Time & Packet Sizes

Packet size == L2 max. frame size

w 4| UDP
DNS Transports CoAP Methods f‘é 192
—UDP —CoAPSv12 POST aigg_ _____________ o
DTLSv1.2 OSCORE 8
g & 967
——CoAP QEJ 64
A record s 324
b = o T .
] F192J[CoAP
1 21607
y o128 == -
] & 964
] g 64
S 327
0 10 20 30 40 10 20 30 40 & :
Resolution time [s] Resolution time [s] Query [F/P] Query [G] Resp. (A)Resp. (AAAA)

Group 2
Query unfragmented
Response fragmented
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Experiment: Resolution Time & Packet Sizes

DNS Transports CoAP Methods
— UDP ——CoAPSv1.2
DTLSv1.2 OSCORE GET

——CoAP

A record

Packet size == L2 max. frame size

5128

DTLSv1.2

Frame Siz

T
20 30 40
Resolution time [s]

40
Resolution time [s]

0 10 20 30

Group 3
Both messages fragmented

T
CoAPSv1.2

[bytes] Frame Siz
)

e

— e

N ©

w O N
[T

OSCORE

> ©
=l
Lol

324

Frame Siz

QueryI [F/P] Querly [G] Resp{ (A)Resp.

(AAAA)
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TECHNISCHE
@ UNIVERSITAT
DRESDEN

From loT Experiments to Internet Standards: The road to DNS over CoAP

Folie 13 von 40



Experiment: Resolution Time & Packet Sizes

Packet size == L2 max. frame size

DNS Transports CoAP Methods jflgz- DrLSvL2
——UDP ——CoAPSv1.2 POST a’igg' ______
DTLSv1.2 OSCORE 8756
—— CoAP E 64
A record g 327
1.0 = 0 T T T T
] ] T190 ] CoAPS 13
= P ] %160
50.57 ] <128
] S 964
1 ] 2 647
0.0 =frrrrrere LIARRRLAL T T LhAhALAN LALLLLLLL T T T T s 329
0 10 20 30 40 20 30 40 =
Resolution time [s] Resolution time [s] . 0 I L L L
7192 OSCORE
5160-
= Fragmentation has larger ot | R
. w0
impact on performance compared v 613
to transfer protocol or CoAP method 2 35'

QueryI [F/P] Querly [G] Respi (A)Resp. (IAAAA)
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Memory Consumption

ROM build size
[kBytes

RAM build size
[kBytes

60 T
ﬁ50_ I

sock DTLS ##44DNS (w/o GET) Il DNS (GET overhead)
I CoAP OSCORE HE Application # 44 CoAP example app

=N Wk Oto =N Wk
OO OO OO0 OO O oo
1 1 1 1 1 1 1 1

———

2 2
o S (‘\)c‘,«lX QOP& - ngxl\' OSCOQS’
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Memory Consumption

ROM build size
[kBytes

RAM build size
[kBytes

50

60

=N Wk Oto =N Wk
OO OO OO0 OO O oo
1 1 1 1 1 1 1 1

lrrrrssl
E——
N . - -
sock DTLS ##44DNS (w/o GET) Il DNS (GET overhead)
I CoAP OSCORE HE Application # 44 CoAP example app
)4 2 N 2 )
0@\,6 @ COPg% o¢
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Memory Consumption

ROM build size
[kBytes

RAM build size
[kBytes

50

60

=N Wk Oto =N Wk
OO OO OO0 OO O oo
—_ 1 1 1 1 1 1 1 1

sock DTLS ##44DNS (w/o GET) Il DNS (GET overhead)
I CoAP OSCORE HE Application # 44 CoAP example app
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Memory Consumption

ROM build size
[kBytes

RAM build size
[kBytes

60 I
ﬁ50_ E——

=N Wk Oto =N Wk
OO OO OO0 OO O oo
1 1 1 1 1 1 1 1

m&cﬂﬂ

- |
"’I’”‘ EEEEEE ””” vy Yy i

sock DTLS ##44DNS (w/o GET) Il DNS (GET overhead)
I CoAP OSCORE HE Application # 44 CoAP example app

———

2 N
A% o
o Pg“a 05(}
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Memory Consumption ~
ol S— 227773

50
—
- -

Iy IIIIIIJ IIIIII Yy
I

ROM build size
[kBytes

sock DTLS ##44DNS (w/o GET) Il DNS (GET overhead)
I CoAP OSCORE HE Application # 44 CoAP example app

RAM build size
[kBytes

=N Wk Oto =N Wk
OO OO OO0 OO O oo
—_ 1 1 1 1 1 1 1 1
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Memory Consumption

ROM build size
[kBytes

RAM build size
[kBytes

60-
50

)

"’I’”‘ ”’I’”A VY Yy Yy vy Yy yi & &y yyyyi
sock DTLS ##44DNS (w/o GET) Il DNS (GET overhead)
I CoAP OSCORE HE Application # 44 CoAP example app

=N Wk Oto =N Wk
OO OO OO0 OO O oo
1 1 1 1 1 1 1 1

___ —

) 2
Ne 0@\,6*1*‘ o COP;;%*‘“ 0500?&
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Me

ild size

mory Consumption

60
50

$40-

* DNS over OSCORE:
- Smallest RAM and ROM footprint when CoAP already present
- Only half as much ROM as DTLS

+ DoC optimization: Abstract option handling in CoAP?

=

~

10

I

T T T T
2 2
oF S e A co pe oS A O%QO?S’
co

0
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Outline

Going to IETF
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So We Have a Protocol - What now?

+ Anyone can design a protocol, how to make it a standard?
* Propose it to standardization bodies, e.g., the

S QU004

Il ET F

What is the IETF?
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What is the IETF?

* Internet Engineering Task Force

+ Protocols standardization between and including
Network and Application Layer: TCP/IP stack
+ Open, grassroots-based standardization
- Standardization freely available on the web in open formats as RFCs

- No participation requirements’
- Decision-making based on “rough consensus and running code”

"Except meeting registration and travel fees.
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How does the IETF work?

Structure of the IETF
and v o

February 2022

Seinominted communty members

exafficio

(c)Copyrioht ETF Trust,
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appoints. o
ors)
oo | e {Nomcom O
sopanis | | [ agmembers NomCom Chair TETF Char
epprove o —
5 -~ sppones Trustees Ucsoard |« 9] is0c Board
s
exico l NomCom owns ]
wocrar || s members S———
aon emplos empiors
> iaizon appoints. v v
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: Liaisons and .
appois Laisonsand | | Liaisons exoffico
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v X
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— Editor
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How does the IETF work?
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How does the IETF work? The Beginners View

IESG

AY AY
IETF Chair U Area U Liasons
Directors

charters appoint
¥ N

| N
\\ Areas U WG Chairs ’

T ~ T
charters charters chairs

Birds of a
Feather
(BoFs)

Working
Groups
(WGs)
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How does the IETF work? The Beginners View

IESG
N
IETF Chalr Area Liasons
Dlrectors
charters appomt
¥ N
| N
\\ Areas [{ WG Chairs ]
char'ters \charters chéirs

Birds of a
Feather
(BoFs)

Working
Groups
(WGs)
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How does the IETF work? The Beginners View

IESG
@ )
charters appoint
Areas
charters \charters chairs

Birds of a
Feather
(BoFs)

\)
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What is an RFC?

* Request For Comments
+ Publications by the IETF, IRTF, or other related bodies:
- Internet Standards
- Informational
- Experimental
+ Start as Internet Draft (by working group or individual)
+ Term RFC somewhat of an anachronistic misnomer:

- Comment stage during draft stage
- RFCs are not changed just updated (by new RFCs) or amended (by errata)
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Where to go with DoC?
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Where to go with DoC?

AN A

. ,®
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How to write an RFC?

. Working Group Working Group Working Group
’ Tt e Discussion Adoption Call Discussion

Draﬂ
Edits

‘ Email ‘

Email

Draft IAN,
- Edits Allocations’
Working Group

Shepard Writeup Working Group
Working Group Adoption
Discussion Last Call
IESG: Proposed
Standard Draft
Edits
. R RFC Number
IESS: Dallot R omor H AUTH48 }—» Assigned and
Published

Source: https://blog.benjojo.co.uk/post/rfc-in-38-simple-steps
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How to write an RFC?

. Working Group Working Group Working Group
‘ Tt e Discussion Adoption Call Discussion

I Smaij| ‘

Draft
Edits

Email

IANA
ocations?

Working Group
Adoption
Last Call

AUTH48

RFC Number
Assigned and
Published

Source: https://blog.benjojo.co.uk/post/rfc-in-38-simple-steps
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How to write an RFC?

. Working Group Working Group Working Group
’ Tt e Discussion Adoption Call Discussion

Draﬂ
Edits

‘ Email ‘

Email

Draft IAN,
- Edits Allocations’
Working Group

Shepard Writeup Working Group
Working Group Adoption
Discussion Last Call
IESG: Proposed
Standard Draft
Edits
. R RFC Number
IESS: Dallot R omor H AUTH48 }—» Assigned and
Published
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How to write an RFC?

. Working Group Working Group Working Group
‘ Tt e Discussion Adoption Call Discussion

‘ Draft

Edits e

Draft IAN,
Edits Allocations’

‘ Email ‘

Working Group

Shepard Writeup Working Group
Working Group Adoption
Discussion Last Call
IESG: Proposed
Standard Draft
Edits
X R RFC Number
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Published
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Outline

A New Message Format is Needed
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Concise DNS Message Representation
Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name Message Link Layer PDU [bytes]

0 127 254

a9 i =

2 chars é@?ﬁonse 6LOWPAN

7 bytes too long!
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Concise DNS Message Representation
Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name Message Link Layer PDU [bytes]
0 127 254
Length Type L1111
AAAA .

2 chars| Response 6LowPAN| e JRONS

T T T T T
= Fragmentation
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Concise DNS Message Representation

Constrained Networks, e.g., IEF=K02 ith PP of 127 bytes

Name Messay¥

High penalties on

Length Type _ _ e
—— A link layer fragmentation
--2 chars Response
O
= Fragmen?atlon
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Concise DNS Message Representation
cq

Concise DNS messages are needed

254

C Media Type and Content-Format

(i.e., usable with both DoC and DoH)
https://datatracker.ietf.org/doc/draft-lenders-dns-cbor/

Objectives:

« Concise encoding of DNS messages using existing implementation (CBOR)
« Omits (redundant) DNS fields in DNS queries and responses
* Provides (optional) address and name compression using Packed CBOR
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https://datatracker.ietf.org/doc/draft-lenders-dns-cbor/

Concise DNS Message Representation
Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name Message Link Layer PDU [bytes]
0 254

Length Type I

AAAA CoAP+
802.15.4] 6LoWPAN DN
2 chars Response 802.15.4] OSCORE
I I B I
11 ac 80 00 00 01 @070 00 00 00 00 02 67 77 00 81 81 82 (19 0e 10 (50
00 1c 00 01 cO Oc 00 ic 00 01 00 00 (0e 10 (00 10
Classic DNS DNS+CBOR
TECHNISCHE Fri om\ TE p riments to Internet Standards: The road to DNS over CoAP )
UNIVERSITAT M.S. L Folie24von40  DRESDEN b}
DRESDEN Dresde7 202412 18, Christmas Lecture —ceneent ol



Concise DNS Message Representation
Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name Message Link Layer PDU [bytes]
0 127

Length Type L

AAAA CoAP+
2 chars Response 6LOWPANER s coRE

254

11 ac 80 00 00 01 @070 00 00 00 00 02 67 77 00 81 81 82 (19 0e 10 50
00 1c 00 01 cO Oc 00 1c 00 01 00 00 (Oe 10 00 10
Classic DNS DNS+CBOR
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CBOR is smaller than JSON

A simple example, integers:
JSON

12
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CBOR is smaller than JSON

A simple example, integers:

JSON

0x3132

(2 bytes)
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CBOR is smaller than JSON

A simple example, integers:

JSONCBOR
0x3132 0x0c
12—}

(2 bytes) (1 byte)
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CBOR is smaller than JSON

A simple example, integers:

JSONCBOR CBOR header

Code Indicator

0x3132 0x0c

12— 0000001100

(2 bytes) (1 byte)

uint (0) Value (12)
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CBOR is smaller than JSON

A simple example, integers:

JSONCBOR CBOR header

Code Indicator

0x3132 0x0c

12—} 0b00001100

(2 bytes) (1 byte)

uint (0) Value (12)
A more advanced example, maps:

JSON CBOR
0x7b226b6579223a302e357d  Oxal

{"key":0.5%}

(11 bytes)
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CBOR is smaller than JSON

A simple example, integers:

JSONCBOR CBOR header

Code Indicator

0x3132 0x0c

12— 0000001100

(2 bytes) (1 byte)

uint (0) Value (12)
A more advanced example, maps:

JSON CBOR header
0x7b226b6579m6b6579, i Code Indicator
{"key":0.5} [fkey  Ob10100001

te:

 map(5) Length (1)

TECHNISCHE From loT Experiments to Internet Standards: The road to DNS over CoAP
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CBOR is smaller than JSON

A simple example, integers:

JSONCBOR CBOR header

Code Indicator

0x3132 0x0c

12— 0000001100

(2 bytes) (1 byte)

uint (0) Value (12)
A more advanced example, maps:

JSON CBOR CBOR header
0x7b226b6579mqb6579 R Code Indicator
{"key":0.5} key 0001100003

te:

~ tstr (3) Length(3)
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CBOR is smaller than JSON

A simple example, integers:

JSONCBOR CBOR header

Code Indicator

0x3132 0x0c

12— 0000001100

(2 bytes) (1 byte)

uint (0) Value (12)
A more advanced example, maps:

JSON CBOR CBOR header
m Code Indicator Value
0x7b226b65792232302e357d 0xal636b6579£93800

{"key":0.5} lkeg-S .5 0b1111 10010‘01 1100000000000

byteS————0 bytes) - - —
major type 7 Value in 0.5 as half-precision IEEE 754 float
next 2 bytes
TECHNISCHE From loT Experiments to Internet Standards: The road to DNS over CoAP "
@ UNIVERSITAT M.S. Lenders Folie 25 von 40 oresoen . N
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CBOR is smaller than JSON

A simple example, integers:

JSONCBOR CBOR header

Code Indicator

0x3132 0x0c

12— 0000001100

(2 bytes) (1 byte)

uint (0) Value (12)
A more advanced example, maps:

JSON CBOR CBOR header

0x7b226b6579m€1;6579f93800 | pode ndicater

T'key":0.5> [Jfkeyl]-5 010100001
+8bytes) -

te:

map (5) Length (1)
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CBOR structure allows for elision

application/dns-message

application/dns+cbor query

0 1 2 3
012345678901234567890123456789012

ID olopcosel=lel ] reode [ 0x0000,0x0000,
QDCOUNT =1 ANCOUNT =0 1, 0,
0, 0,
'\x03"' 'w' 'w' 'w' [["www.example.de",
'"\x07"' ‘e 'x! gl
'm' 'p' 'l '‘e'
'\x02' 'd’ 'e' '\x00"'
Type=A(1) Class = IN (1) 1, 117,
(1,
a,
N
]

TECHNISCHE
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CBOR structure allows for elision

application/dns-message

0 1 2 3
012345678901234567890123456789012

application/dns+cbor query
(in CBOR diagnostic notation)

1D 0|Opcode|§H§|§|Z|§H Rcode 00 00
QDCOUNT =1 ANCOUNT =0 o1 o0
00 00
'\x03" 'w! 'w! ‘w' 818367777772e6578616d706c6526465
l\x07l 'g! 'x! 'a'
‘m' ! (K 1a!
'\x02' 'd’ 'e' '\x00'
Type =A(1) Class = IN (1) o o1
80
80
(32 bytes) (29 bytes)
TECHNISCHE From loT Experiments to Internet Standards: The road to DNS over CoAP o
UNIVERSITAT M.S. Lenders Folie 26 von 40 oresoen N
DRESDEN Dresden, 2024-12-18, Christmas Lecture coneert



CBOR structure allows for elision

application/dns-message

0 1 2 3
012345678901234567890123456789012

application/dns+cbor query
(as hex dump)

ID olopcosel=lel ] reode 82000001
QDCOUNT =1 ANCOUNT =0 00000081
8367777
'\x03"' ! 'w! 'w! 772e6578
'\x07"' el 'x' @l 616d706¢
'm' ! 03,0 el 652e6465
'\x02' Il 'e! '\x00"' 01018080
Type =A(1) Class = IN (1) 80
(32 bytes) (29 bytes)
6E?VHE’:?I§ICTR$ FMr%mLBTdifger\ments to Internet Standards: The road to DNS over CoAP Folie 26von 40 [ IA‘
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CBOR structure allows for elision

application/dns-message

0 1 2 3
012345678901234567890123456789012

application/dns+cbor query

ID ofopcoae Bl Aok reose [ 0x0000,0x0000,
QDCOUNT =1 ANCOUNT =0 1, 0,
0, 0,
'\x03"' 'w' 'w' 'w' [["www.example.de",
l\x07l Iel IXI |a|
Iml lp 1 1 l 1 1 e 1
'\x02' 'd' 'e' '\x00'
Type=A(1) Class = IN (1) 1, 117,
a,
a,
J
]
(32 bytes) (29 bytes)
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CBOR structure allows for elision

application/dns-message

0 1 2 3
012345678901234567890123456789012

application/dns+cbor query
(in CBOR diagnostic notation)

ID olopcondsilBfl Aol reode [ 0x0000,0x0000,
QDCOUNT =1 ANCOUNT =0 1, 0,
0, s
'\x03"' 'w' 'w' 'w' @ ["www [example.de" ,
l\xo7| Iel IXI |a|
Iml lp 1 1 l 1 1 e 1
'\x02' 'd' 'e' '\x00'
Type=A(1) Class = IN (1) A 117,
80 N
80]
80
]
(32 bytes) (29 bytes)
TECHNISCHE From loT Experiments to Internet Standards: The road to DNS over CoAP "
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CBOR structure allows for elision

application/dns-message application/dns+cbor query
0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012

ID o[opcond Bl Ao reode [ 0x0000,0x0000,

'\x03"' 'w' 'w' 'w' @ ["www [example.de" ,
l\x07l 'g! 'x! 'a'

n' |p| B te!
'\x02' 'd’ el '\x00"'

Type =A(1) Class = IN (1)

(32 bytes) (29 bytes)

TECHNISCHE From loT Experiments to Internet Standards: The road to DNS over CoAP
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CBOR structure allows for elision

application/dns-message application/dns+cbor query
0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
ID olopcosel=lel ] reode [ 0x0000,0x0000,
'\x03"' 'w' 'w' 'w' [["www.example.de",
l\x07l Iel IXI |a|
Iml |p| 1 l 1 le 1
'\x02"' q" el '\x00"'
Type=A(1) Class = IN (1) 1, 117,
a,
a,
]
]
(32 bytes) (25 bytes)
TECHNlSCH_E From loT Experiments to Internet Standards: The road to DNS over CoAP f‘
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CBOR structure allows for elision

application/dns-message application/dns+cbor query
0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
ID olopcosel=lel ] reode [ 0x0000,0x0000,
'\x03"' 'w' 'w' 'w' [["www.example.de",
l\x07l Iel IXI |a|
Iml |pl 1 l 1 le 1
'\x02' g el '\x00"'
Type=A(1) Class = IN (1) 1, 111,
]
(32 bytes) (25 bytes)
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CBOR structure allows for elision

application/dns-message application/dns+cbor query
0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
ID olopcosel=lel ] reode [ 0x0000,0x0000,
'\x03"' 'w' 'w' 'w' [["www.example.de",
l\x07l Iel IXI |a|
Iml |p| 1 l 1 le 1
'\x02' q" el '\x00"'
Type=A(1) Class = IN (1) 1, 111
]
(32 bytes) (22 bytes)
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CBOR structure allows for elision

application/dns-message application/dns+cbor query
0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
ID olopcosel=lel ] reode [ 0x0000,0x0000,
'\x03"' 'w' 'w' 'w' [X"www.exa.mple.de" s
l\x07l Iel IXI |a|
Iml |pl 1 l 1 le 1
"\x02' | 'd' 'e' | '"\x00"
Type =A(1) Class = IN (1) SN §
]
(32 bytes) (22 bytes)
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CBOR structure allows for elision

application/dns-message application/dns+cbor query
0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
ID olopcosel=lel ] reode [ 0x0000,0x0000,
'\x03"' 'w' 'w' 'w' [ "www.example.de",
l\x07l Iel IXI |a|
Iml |p| 1 l 1 le 1
'\x02' q" el '\x00"'
Type =A(1) Class = IN (1) 1, 1]
]
(32 bytes) (21 bytes)
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CBOR structure allows for elision

application/dns-message application/dns+cbor query
0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
0|Opcode|§H§|§|Z|§H Rcode [ OX ,0x0000,
'\x03"' 'w' 'w' 'w' [ "www.example.de",
l\x07l Iel IXI |a|
Iml |pl 1 l 1 le 1
'\x02' Il el '\x00'
Type =A(1) Class = IN (1) 1, 1]
]
(32 bytes) (21 bytes)
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CBOR structure allows for elision

application/dns-message application/dns+cbor query
0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
0|Opcode|§H§|§|Z|§H Rcode [ 0x0000,
'\x03"' 'w' 'w' 'w' [ "www.example.de",
l\x07l Iel IXI |a|
Iml |pl 1 l 1 le 1
'\x02' Il el '\x00'
Type =A(1) Class = IN (1) 1, 1]
]
(32 bytes) (20 bytes)
TECHNISCHE From loT Experiments to Internet Standards: The road to DNS over CoAP "
UNIVERSITAT M.S. Lenders Folie 26 von 40 N\
DRESDEN
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CBOR structure allows for elision

application/dns-message

0 1 2 3
012345678901234567890123456789012

o|opeoc Reode L
"\x03"' tw! tw! tw! [ "www.
l\x07l 'g! 'x! 'a'
n' |p| B te!
'\x02' 'd' el '\x00"'
Type=A(1) | (ase=NLT] 1,
]
(32 bytes)

application/dns+cbor query
(in CBOR diagnostic notation)

[y

GxpeqQ),

o

example.de",

(20 bytes)

TECHNISCHE
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CBOR structure allows for elision

application/dns-message application/dns+cbor query

0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
T R [
'\x03"' 'w' 'w' 'w' [ "www.example.de",
l\x07l Iel IXI |a|
Iml |p 1 1 l 1 1 e 1
'\x02' 'd' 'e' '\x00'
Type =A(1) Ozse=1N{I]. 1 1
]
(32 bytes) (18 bytes)
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CBOR structure allows for elision

application/dns-message application/dns+cbor query

0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
T R [
'\x03"' 'w' 'w' 'w' [ "www.example.de",
l\x07l Iel IXI |a|
Iml |p 1 1 l 1 1 e 1
'\x02' 'd' 'e' '\x00'
Type =A(1) Ozse=1N{I]. 1 1
]
(32 bytes) (18 bytes)
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CBOR structure allows for elision

application/dns-message application/dns+cbor response

0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
Toviss e [
'\x03"' 'w' 'w' 'w! [ "www.example.de",
'\x07' 'e' 'x! 'a'
'm' IP' 'l 'e!
'\x02' Il 'e! '\x00"'
Qase=iN(1) 1 1,

[["www.example.de", 300, 1,

4,
ip'192.0.2.7']]
(48 bytes) (46 bytes)
TECHNISCHE From loT Experiments to Internet Standards: The road to DNS over CoAP "
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CBOR structure allows for elision

application/dns-message application/dns+cbor response

0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
Toviss e [
'\x03"' 'w' 'w' 'w' [ "www.example.de",
'\x07' 'e' 'x! 'a'
'm' IP' 'l 'e!
'"\x02' Il 'e' '\x00'
Qase=iN(1) 1 1,

[["www.example.de", 300, 1,

44€0000207 1]

(48 bytes) (46 bytes)
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CBOR structure allows for elision

application/dns-message application/dns+cbor response

0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
Toviss e [
'\x03"' 'w' 'w' 'w' [ "www.example.de",
'\x07' 'e' 'x! 'a'
'm' IP' 'l 'e!
'"\x02' Il 'e' '\x00'
Qase=iN(1) 1 1,

[["www.example.de", 300, 1,

44€0000207 1]

(48 bytes) (46 bytes)
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CBOR structure allows for elision

application/dns-message application/dns+cbor response

0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012
Toviss e [
'\x03"' 'w' 'w' 'w' [ "www.example.de",
'\x07' 'e' 'x! 'a'
'm' IP' 'l 'e!
'"\x02' Il 'e' '\x00'
Qase=iN(1) 1 1,

[["www.example.de", 300, 1,

ip'192.0.2.7'1]

(48 bytes) (45 bytes)
TECHNISCHE From loT Experiments to Internet Standards: The road to DNS over CoAP "
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CBOR structure allows for elision

application/dns-message application/dns+cbor response

0 1 2 3 (in CBOR diagnostic notation)
012345678901234567890123456789012

it o [
\x03., 'w' 070 ___.wr“'.’ T\L’yww .example. d’e"",'
N\x07' | i | x| ar .. e
‘m! __Ip""' \"']_'L. 1a! \':.:"’
'.\-XO'Q-'— 'd' 'e' .'.\"XOO.' x"" \"\
TType=adl) | Oase=iNTl] s 1,

’[ ["www.example.de", 300, 1,

ip'192.0.2.7'1]

(48 bytes) (45 bytes)
TECHNISCHE From loT Experiments to Internet Standards: The road to DNS over CoAP "
@ UNIVERSITAT M.S. Lenders Folie 26 von 40 oresoen b}
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CBOR structure allows for elision

application/dns-message

0 1 2 3
012345678901234567890123456789012

1] OE)c:o:d: BEEde
\x03., ! 'w! __--W"'.’
N\x07' | e | x| rar
1qt -.__lp‘l"— \‘71.1‘\ 1g!
x0T | e o' | T\xeq!
CType=ail) | Quss=iNI]

application/dns+cbor response

(in CBOR diagnostic notation)

[ "www.example.de",

1 ]

[["www.example.de", 300, 1,

ip'192.0.2.7'1]

(48 bytes) (27 bytes)
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CBOR structure allows for elision

application/dns-message

0 1 2 3
012345678901234567890123456789012

application/dns+cbor response

(in CBOR diagnostic notation)

1Jopei Feove [
7\'203: ‘w' tw' .--‘1"7'—.’
[ \X07 1 "1~e4~~. _.-"x".- 'a!
‘m! __Ip""' \"']_'L. 1a!
l_\_xo'z'i— g te! .f\keo.l
ype=al) | Oase=NL]
[ exempte de”, 300, ¥,
ip'192.0.2.7'1]
]
(48 bytes) (27 bytes)
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CBOR structure allows for elision

application/dns-message

0 1 2 3
012345678901234567890123456789012

application/dns+cbor response

(in CBOR diagnostic notation)

tlopea Feode [
7\'203: ‘w' tw' .--‘1"7'—.’
[ \X07 1 "1~e4~~. _.-"x".- 'a!
‘m! __Ip""' \"']_'L. 1a!
l_\_xo'z'i— g te! .f\keo.l
ype=al) | Oase=NL]
[C 300,
ip'192.0.2.7'1]
]
(48 bytes) (11 bytes)
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CBOR structure allows for elision

application/dns-message application/dns+cbor response

* Query: [["www.example.de", 1]]
(81 82 6e 7777772e6578616d706c652e6465 01)

(32 bytes — 18 bytes)

* Response: [[[300, ip'192.0.2.7']1]]
(81 81 82 19 44 ¢0000207)
(48 bytes — 11 bytes)

(48 bytes) (11 bytes)

TECHNISCHE From loT Experiments to Internet Standards: The road to DNS over CoAP
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Packed CBOR allows for value compression

application/dns+cbor response

[["www.example.org", 3600, 5, "example.org"]],

[["example.org", 3600, 2, "nsl.example.org"],

["example.org", 3600, 2, "ns2.example.org"]],

[["example.org", 3600, 1, h'c0002563' 1,

["nsl.example.org", 3600, 1, h'c00021ab' ],

["ns1.example.org", 3