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Automotive Security Issues

• Previous automotive protocols target closed network environments – no security

• SOME/IP is a widely accepted automotive SOA middleware

• Provides a complementary service discovery protocol

• Service discovery lack security mechanisms

• No confidentiality or encryption of SOME/IP traffic

• Related work introduces custom security measures based on pre-deployed certificates

• Not proven, complex in managing and updating certificates

• Common service authenticity on the Internet uses certificates or keys

• Common network traffic encryption on the Internet bases on DH including PFS

• Related work introduces group key agreement based on DH including PFS

→ DNSSEC with DANE feature robust service authenticity w/ certificate and key management

→ DANCE supplements DNSSEC with DANE by client authenticity

→ GKA scheme following DH-based PFS like in TLS 1.3 or DTLS 1.3
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Service and Client Authenticity Based on DNSSEC and DANE
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DNSSEC Chain of Trust

• Resource Records (RRs) contain endpoint information

• DNSSEC ensures integrity and authenticity of all RRs with signature records (RRSigs)

• DANE introduces TLSA RR to store certificates

• Robust security solution with established key and certificate management mechanisms

• Possibility for private DNSSEC namespaces

4



Service and Client Authenticity Based on DNSSEC and DANE

Root Zone (.)

RR for

de.
RRSig

Parent Zone (de.)

RR for

bmw.de.
RRSig

delegates

delegates

signs zone

Child Zone (bmw.de.)

RR for

service.bmw.de.
RRSig

TLSA for

service.bmw.de.
RRSig

TLSA for

client.bmw.de.
RRSig

delegates

delegates

signs zone

DNSSEC Chain of Trust

• Resource Records (RRs) contain endpoint information

• DNSSEC ensures integrity and authenticity of all RRs with signature records (RRSigs)

• DANE introduces TLSA RR to store certificates

• Robust security solution with established key and certificate management mechanisms

• Possibility for private DNSSEC namespaces

4



Service and Client Authenticity Based on DNSSEC and DANE

Root Zone (.)

RR for

de.

RRSig

Parent Zone (de.)

RR for

bmw.de.

RRSig

delegates

delegates

signs zone

Child Zone (bmw.de.)

RR for

service.bmw.de.

RRSig

TLSA for

service.bmw.de.
RRSig

TLSA for

client.bmw.de.
RRSig

delegates

delegates

signs zone

DNSSEC Chain of Trust

• Resource Records (RRs) contain endpoint information

• DNSSEC ensures integrity and authenticity of all RRs with signature records (RRSigs)

• DANE introduces TLSA RR to store certificates

• Robust security solution with established key and certificate management mechanisms

• Possibility for private DNSSEC namespaces

4



Service and Client Authenticity Based on DNSSEC and DANE

Root Zone (.)

RR for

de.
RRSig

Parent Zone (de.)

RR for

bmw.de.
RRSig

delegates

delegates

signs zone

Child Zone (bmw.de.)

RR for

service.bmw.de.
RRSig

TLSA for

service.bmw.de.
RRSig

TLSA for

client.bmw.de.
RRSig

delegates

delegates

signs zone

DNSSEC Chain of Trust

• Resource Records (RRs) contain endpoint information

• DNSSEC ensures integrity and authenticity of all RRs with signature records (RRSigs)

• DANE introduces TLSA RR to store certificates

• Robust security solution with established key and certificate management mechanisms

• Possibility for private DNSSEC namespaces

4



Service and Client Authenticity Based on DNSSEC and DANE

Root Zone (.)

RR for

de.
RRSig

Parent Zone (de.)

RR for

bmw.de.
RRSig

delegates

delegates

signs zone

Child Zone (bmw.de.)

RR for

service.bmw.de.
RRSig

TLSA for

service.bmw.de.
RRSig

TLSA for

client.bmw.de.
RRSig

delegates

delegates

signs zone

DNSSEC Chain of Trust

• Resource Records (RRs) contain endpoint information

• DNSSEC ensures integrity and authenticity of all RRs with signature records (RRSigs)

• DANE introduces TLSA RR to store certificates

• Robust security solution with established key and certificate management mechanisms

• Possibility for private DNSSEC namespaces

4



Service and Client Authenticity Based on DNSSEC and DANE

Root Zone (.)

RR for

de.
RRSig

Parent Zone (de.)

RR for

bmw.de.
RRSig

delegates

delegates

signs zone

Child Zone (bmw.de.)

RR for

service.bmw.de.
RRSig

TLSA for

service.bmw.de.
RRSig

TLSA for

client.bmw.de.
RRSig

delegates

delegates

signs zone

DNSSEC Chain of Trust

• Resource Records (RRs) contain endpoint information

• DNSSEC ensures integrity and authenticity of all RRs with signature records (RRSigs)

• DANE introduces TLSA RR to store certificates

• Robust security solution with established key and certificate management mechanisms

• Possibility for private DNSSEC namespaces

4



Service and Client Authenticity Based on DNSSEC and DANE

Root Zone (.)

RR for

de.
RRSig

Parent Zone (de.)

RR for

bmw.de.
RRSig

delegates

delegates

signs zone

Child Zone (bmw.de.)

RR for

service.bmw.de.
RRSig

TLSA for

service.bmw.de.
RRSig

TLSA for

client.bmw.de.
RRSig

delegates

delegates

signs zone

DNSSEC Chain of Trust

• Resource Records (RRs) contain endpoint information

• DNSSEC ensures integrity and authenticity of all RRs with signature records (RRSigs)

• DANE introduces TLSA RR to store certificates

• Robust security solution with established key and certificate management mechanisms

• Possibility for private DNSSEC namespaces
4
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Group Key Agreement

• Internet standards TLS 1.3 and DTLS 1.3 use DH-based PFS for key agreement

• TLS 1.3 and DTLS 1.3 do not support management of group keys or GKA schemes

• Re-keying is done while the car is not operating (e.g., idling, reconfiguring, updating,

charging etc.)

GKA schemes fall generally into three categories: Centralized
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→ More load on group

members who sponsor the

group key, but is more

robust against host

failures
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Distributed Diffie-Hellman Group Key Agreement Example

Group

A B C

gb

g a, enc(gk)r

g ab = r

g c

gr

g rc = r ′
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Contributory Diffie-Hellman Group Key Agreement Example
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Diffie-Hellman Performance: Distributed vs. Contributory
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→ The distributed key

agreement latency

remains in the ms range

while the contributory key

agreement begins

significantly earlier in the

seconds range
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Diffie-Hellman Cryptographic Operations Count: Distributed vs. Contributory
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→ The distributed approach

involves just the key sponsor

and the joining group member

→ The contributory approach

also involves group members

who have already joined in

addition to the key sponsor

and the joining group member

12



Diffie-Hellman Cryptographic Operations Count: Distributed vs. Contributory

0 200 400 600 800 1,000

0

2 · 105

4 · 105

Group Member Count

C
ry
p
to
gr
ap
h
ic

O
p
er
at
io
n
s
C
ou

n
t Contributory

Distributed

→ The distributed approach

involves just the key sponsor

and the joining group member

→ The contributory approach

also involves group members

who have already joined in

addition to the key sponsor

and the joining group member

12



Diffie-Hellman Cryptographic Operations Count: Distributed vs. Contributory

0 200 400 600 800 1,000

0

2 · 105

4 · 105

Group Member Count

C
ry
p
to
gr
ap
h
ic

O
p
er
at
io
n
s
C
ou

n
t Contributory

Distributed

→ The distributed approach

involves just the key sponsor

and the joining group member

→ The contributory approach

also involves group members

who have already joined in

addition to the key sponsor

and the joining group member

12



SOME/IP Service Discovery

Publisher Subscriber

consumer-triggered discovery

publish-subscribe

find(service, instance, major, minor)

offer(service, instance, major,

minor, endpoint options)

subscribe(service, instance, major,

eventgroup, endpoint options)

subscribeAck(service,

instance, major, eventgroup)

Unauthenticated endpoint information

Subscription to unauthenticated service

Acknowledging an unauthenticated client

→ SOME/IP lacks authenticity, key agreement mechanisms and encryption

→ Distributed DH GKA fits better than the contributory scheme
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Our Approach: DNSSEC and Distributed GKA in SOME/IP Service Discovery

Publisher Subscriber DNS

consumer-triggered discovery

publish-subscribe

find(service,

instance, major, minor)

offer(nonce, service,

instance, major, minor,

endpoint options)

query(RR)

response()

ValidateService()

Sign()

subscribe(client id,

nonce, public share, sig)

query(TLSA)

response()

VerifySignature()

Sign()

subscribeAck(

sig, iv, public share,

encrypted group secret) query(TLSA)

response()

VerifySignature()

Authenticated endpoint information

Authenticated client and public share

Authenticated service, initialization vector,

public share and encrypted group secret

(Tbh: Publisher certificate is queried way earlier)

→ DNSSEC with DANE

ensures authenticity and

integrity of endpoint

information and certificates

→ Challenge-response

mechanism ensures publisher

and subscriber authenticity

→ Seamless distributed

Diffie-Hellman group key

agreement enables

encryption of subsequent

SOME/IP session traffic
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DNSSEC and GKA Implementation in SOME/IP Service Discovery

• Implementation based on vsomeip reference implementation

• Integrated standard DNS resolver in vsomeip

• Integrated standard cryptographic operations and algorithms for service and client

authentication as well as for seamless distributed Diffie-Hellman group key agreement
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Client
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DNSSEC Resolver

Service and DANE Records
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Performance Analysis Based on SOME/IP Reference Implementation with One

Publisher and One Subscriber
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→ No significant penalty on discovery performance
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Performance Analysis Based on SOME/IP Reference Implementation with One

Publisher and Multiple Subscribers (PUB/SUB AUTH, DNSSEC, DANE, GKA)
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→ Discovery latency for subscriber counts of 106 without GKA and 84 with GKA

remain below the satisfactory user experience threshold
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→ Subscriber counts of 106 without GKA and 84 with GKA comply with satisfactory

user experience, which likely improves with parallelization on actual nodes and

cryptographic hardware acceleration
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Benefits of DNSSEC-based Authenticity and Distributed DH GKA

• Over 15 years of operational experience of DNSSEC

• Hardened for global deployment

• Pre-deployed certificates not needed

• Established mechanisms for key and certificate management

• Assured service and client authenticity using a challenge-response mechanism

• Scalable without delay penalty for service discovery

• Established mechanisms for seamless integrated group encryption key distribution
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Conclusion & Outlook

Summary

• SOME/IP is widely accepted but lacks service authenticity

• DNSSEC with DANE contribute a robust security solution and key management

• DNS namespace preserving SOME/IP SD query properties

• Endpoint authentication with a challenge-response mechanism

• Group Key Agreement complies with current security requirements

Future Work

• Security design and assessment for remaining SOME/IP service primitives

• Operational guidelines for namespace management and service updates

• Evaluation of scalability in a production-grade vehicle

• Risk assessment of storing encryption keys in unprotected memory

• Assessment of which services actually require which type of security measures
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