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IP Address Alias Resolution
Why?

• Information is transmitted at the IP level, while AS/ ISP plan on Router level.

Problems Szenario:
• Routing politics Differences
• Unstable probing Samples 
• IPv4 and IPv6 barrier

Problems Clustering:
• Feature vector definition
• Distance definition
• Complexity of the algorithm

How was it before?
• Inference-based （prefix）
• Measurement based（APAR， MIDAR） (RTT, Loss Rate)
• Trafic-based



Data Generation – ICMP - RTT curve balls

199,861,638 m/s×0.250s ≈ 50,000 km



RTT

Population Distribution VS. RTT Distribution ?



RTT - mixture of Log-Normal Distributions.



Fit this distribution



Null Values



My Solution - Local Topology

{ (2,1) , (3,1), (1,1) }
{ (3,1) , (2,1) , (1,1) , (4,1) , (2,1) , (1,1) }

(2,1)Centroid: (13/6 , 1)



In-degree , Out-degree



Distance
Distance:

• Euclidean Distance of Geometric Centroids
• „Distance“ of Distribution



Wasserstein Distance

F = Cumulative Distribution Functions (CDFs)



Jensen-Shannon Divergence



Jaccard Distance



Z-score log scaled centroid



Z-score log scaled centroid



Neighbours, not observed IP

Step one neighbour centroids

Step two

Step three



DBSCAN

Picture by Dr. Yufeng published in Towards Data science



Apply DBSCAN



Apply DBSCAN with different radii



Apply DBSCAN iterativly
and 
with RTT

ϵ from large to small





My Solution - Local Topology



Results



DNS



IPv4 , IPv6



Future Works
1. Pattern explicit definition

• „Bridge, dumbbell, star“ .
• Router typ definition on Patterns.
• Routing Rules Detection/ Prediction
• Relationships between ASes. 

2. Supervised Learning

3. Dynamic Sampling
• Update, Delete…

4. Fault Detection
• Pattern - „Should be a EBGP, act like a IGP, why?“
• Dynamy – „It was a EGP yesterday, looks like a IGP today, why?“ 

5. #ALLHands


