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DDOS ATTACKS
How it works
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Distributed Denial of Service - DDoS

Method to interrupt or take down a service 

using multiple, coordinated machines

−First DDoS in July 1999 took down a net-

work at U of Minnesota using worm Trin00

−Since then, a rich ecosystem developed 

that delivers medium size attacks on 

demand (Booters) and massive attacks 

above 1 Tbps (2.3 Tbps, Feb’20 on AWS)

Attacks are generated following economical, 

political, or personal reasons 
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DDoS attacks can be 

operated from a botnet –

a group of infected 

machines, or from one 

source that misuses 

Internet infrastructure
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Reflection attack with spoofing
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Victim AS Webserver

IP: 1.2.3.4

Spoofed
Source IP: 
“1.2.3.4”

Reflector
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Amplification attack with reflection
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Victim AS Webserver

IP: 1.2.3.4

Spoofed
Source IP: 
“1.2.3.4”

Amplifying reflector
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Amplification attack with reflection
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Victim AS Webserver

IP: 1.2.3.4

Spoofed
Source IP: 
“1.2.3.4”
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Popular amplifying protocols

Applications

• CLDAP (389)

• Apple Remote (5900)

• Memcached (11211)

• Bittorrent (many)

• Quake3 (27960)

• Steam (27015)

Network services

• DNS (53)

• NTP (123)

• Netbios (137)

• SSDP (1900)

• ICMP
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EXAMPLES OF ATTACKS
From the long history of DDoS
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Smurf attack

Ping flooding attack assisted by the network

Attacker sends ICMP echo request to (remote) 

network broadcast address, using the spoofed 

source address of the victim

Simple attack mechanism exploited in the 

early days of DDoS attempts  
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DNSPod attack in China (2009)

81 servers instrumented to bring down the 

DNSPod DNS service in China

Initial outages caused a cascading effect: The 

popular video platform Baofeng.com relied on 

DNSPod and its video player Storm created a 

request storm, unintentionally overloading 

DNSPod

Original motivation: Two competing game 

service providers trying to impair each other

Effect: Network outages in several Chinese 

provinces affecting millions of users
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Operation Ababil (2011 – 2013)

Multilateral attack focused on American 

financial institutions 

Exploited a PHP vulnerability on various 

powerful Web servers, via which the attack 

was launched

Operated in isolated phases, reached up to 70 

Gbps attack traffic

Attackers claimed to be Arab cyber fighters, 

but specialists believe that plain criminals tried 

to keep bank IT-people busy while working on 

orthogonal intrusion attacks 
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Spamhouse attack (2013)

Record breaking attack that achieved the rate 

of 300 Gbps against Spamhouse: 

“It Almost Broke the Internet”

Amplification and reflection attack using NTP 

servers

Mitigated by Cloudflare using anycast, but did

cause major pressure for peers and at LINX

Initiated by a teenage hacker from Britain who

was paid for the purpose
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Mirai botnet (2016)

Statelessly scanned the Internet for ARC-based 

IoT devices to infect and create a botnet 

Mirai intrudes systems trying 62 default 

usernames/passwords

Operated a series of very large attacks, one 

brought down the registrar DYN, others Liberian 

Internet providers, and Telekom home routers

Originators were young entrepreneurs of a 

startup for DDoS mitigation services
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Timeline of the Mirai attack
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Post Mirai

Mirai source code was published early and 

inspired copycats

An entire ecosystem evolved: Numerous 

variants were generated in different contexts

Mutating Mirai-type software is continuously 

populating the net: New botnets, new intents, 

new exploits – a toolbox to continuously 

threatening the Internet   
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SPOOFING
Enabling reflection attacks
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IP spoofing

Spoofed packets include an incorrect source 

IP address

Bogon filters help partially

Ingress filters are not well deployed
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IP spoofing enables amplification attacks, a major threat
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IP spoofing enables amplification attacks

The IETF early advised to deploy filters that 

prevent use of spoofed IP source addresses

• Best Current Practice: BCP 38 prescribes 

network ingress filtering

Unfortunately, deployment is heterogeneous
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How to identify networks that allow for spoofing?

Challenges

Sending spoofed packets require admin rights

No way to induce spoofed packets

Idea

Volunteers that run a “spoofer” test program

Prof. Dr. Thomas C. Schmidt



24

https://www.caida.org/projects/spoofer
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How to determine where filter is deployed?
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Possible outcomes

1. Blocked because of source address filters

2. Sometimes operating systems block 

spoofed packets, even when raw Ethernet 

is used

3. NATs rewrite the source address

4. Dropped because of non-spoofed reasons 

(e.g., congestions)

5. Packet arrives
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BLACKHOLING & FILTERING
Mitigating DDoS attacks
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How to mitigate DDoS

Remove traffic as early as possible

• Easiest at the source – but often impossible

• At transit? – violates business model

• Idea: At IXPs – two options

• Blackholing

• Fine-grained filtering

• Blackholing can be remotely triggered by 

announcing a BGP community

• Filtering can be implemented via BGP 

FlowSpec
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How does BGP Blackholing work at IXPs?

https://en.wikipedia.org/wiki/Black_hole#/media/File:Black_hole_-
_Messier_87_crop_max_res.jpg
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Remotely-Triggered Blackholing at IXPs

IXP

Routeserver

Peer AS1

Peer AS3

Peer AS2
Peering platform

Webserver
Victim 

AS
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Remotely-Triggered Blackholing at IXPs

IXP

Routeserver

Peer AS1

Peer AS3

Peer AS2
Peering platform

Webserver
Victim 

AS

DDoS Traffic

Legitimate Traffic
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Remotely-Triggered Blackholing at IXPs

IXP

Routeserver

Peer AS1

Peer AS3

Peer AS2
Peering platform

Webserver
Victim 

AS

Blackhole

BGP Signal:
RTBH for 1.2.3.4/32

IP: 1.2.3.4
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Remotely-Triggered Blackholing at IXPs

IXP

Routeserver

Peer AS1

Peer AS3

Peer AS2 Peering 
platform

Webserver
Victim 

AS

Blackhole

BGP Signal:
RTBH for /32That's the simple case.

BGP policies apply in the real world.
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Remotely-Triggered Blackholing 

and BGP Policies

IXP

Routeserver

Peer AS1

Peer AS3

Peer AS2
Peering platform

Webserver

BGP Signal:
RTBH for 1.2.3.4/32 Victim 

AS

BGP Rejection Policy
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Remotely-Triggered Blackholing 

and BGP Policies

IXP

Routeserver

Peer AS1

Peer AS3

Peer AS2
Peering platform

Webserver
Victim 

AS

BGP Rejection Policy

Blackhole
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Mitigation practice  

How effective is DDoS blackholing

at a large IXP?
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Successful mitigation depends on the 

announced RTBH prefix length

Prof. Dr. Thomas C. Schmidt



39

Successful mitigation depends on the 

announced RTBH prefix length

Prof. Dr. Thomas C. Schmidt



40

Successful mitigation depends on the 

announced RTBH prefix length

/32-RTBHs have a mean drop rate of 50%.

But they cover 99% of the to-be-blackholed traffic.
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Mitigation practice  

How fast do IXP members react 

to DDoS events?
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Analysis of 72 hours before an RTBH Event

TCP SYN Attacks

GRE Floods

Amplification Attacks

Use a sliding window algorithm (EWMA) 
to infer whether one of the monitored 
features exhibits an anomalous peak:

i. number of packets

ii. number of unique destination ports

iii. number of flows

iv. number of unique source IP addresses

v. number of non-TCP flows
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Most anomalies occur up to 10 minutes 

before an RTBH Event
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Most anomalies occur up to 10 minutes 

before an RTBH Event

This short reaction time indicates 

automatic DDoS mitigation.
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Can we configure fine-grained filtering?

https://st.depositphotos.com/1021779/4520/i/950/depositphotos_45205477-stock-photo-three-ducklings-in-a-pond.jpg
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RTBH - Pro and Con

RTBHs drop DDoS traffic 

early in the network.

RTBHs complete the attack, 

the victim is unreachable.

THE GOOD THE UGLY
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RTBH - Pro and Con

RTBHs drop DDoS traffic 

early in the network.

RTBHs complete the attack, 

the victim is unreachable.

THE GOOD THE UGLY

Fine-grained filtering would keep a service reachable.
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Whitelisting vs. blacklisting of ports

IXP

Routeserver

Peer 

AS1

Peer 

AS3

Peer 

AS2
Peering platform

Victim 

AS

Blackhole

Webserver

IP: 1.2.3.4
Legitimate Traffic: Port 80 and 443
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Challenge

We cannot whitelist client traffic, because 

client traffic is highly variable.

Prof. Dr. Thomas C. Schmidt



50

RadViz Projection

Visualizing 
multidimensional 
port information allows a 
classification into clients 
and servers

https://de.wikipedia.org/wiki/Datei:Jahn-Bergturnfest_2006_tug_of_war.jpg
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RadViz Projection

number of different 

source ports

number of 

different 

destination 

ports

https://de.wikipedia.org/wiki/Datei:Jahn-Bergturnfest_2006_tug_of_war.jpg

Visualizing 
multidimensional 
port information allows a 
classification into clients 
and servers
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Many blackholed IP addresses exhibit high port 

fluctuations
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Many blackholed IP addresses exhibit high port 

fluctuations

Most of the protected IP addresses are 

clients.
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Cross-validation using PeeringDB
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Cross-validation using PeeringDB

Most clients located in DSL networks.

PeeringDB supports our classification.
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Potentials of fine-grained whitelisting?

Clients are often affected by BGP Blackholing.

Whitelisting of regular, expected traffic patterns is not an option.
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Fine-Grained Blacklisting

Fine-grained filtering based on source-ports is very effective and 

potentially saves legitimate traffic!

Filter example: CharGEN/19, DNS/53, NTP/123
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