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The Share of Irregular Packets is Increasing
UCSD Network Telescope
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What is a TCP Irregularity?

• Irregular packets show one or more of:


• High TTL (≥200)


• No TCP options


• Striking IP ID (54321)


• The telescope now observes a share of roughly 75% irregular SYNs

4



What is a TCP Irregularity?

• Irregular packets show one or more of:


• High TTL (≥200)


• No TCP options


• Striking IP ID (54321)


• The telescope now observes a share of roughly 75% irregular SYNs

4

Is this observation specific to the UCSD 
network telescope?



A Global Phenomenon

• We observe this at three vantage points


• TTL and TCP opts. share largely overlap
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Where do these packets come from?



Background: Stateless Scanning

• Increases scan speeds by avoiding local state


• Hand-crafted probes sent via raw sockets


• Recognize replies via SYN cookies


• Popularized by ZMap around 2013


• Abused by Mirai in 2016

"Scan the Internet in less than 1 hour on commodity hardware!"

6
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Antonakakis et al., Understanding the Mirai Botnet, USENIX Security, 2017
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• Increases scan speeds by avoiding local state


• Hand-crafted probes sent via raw sockets


• Recognize replies via SYN cookies


• Popularized by ZMap around 2013


• Abused by Mirai in 2016

"Scan the Internet in less than 1 hour on commodity hardware!"
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ZMap MiraiWhat happens if we reply to them?

Durumeric et al., ZMap: Fast Internet-Wide Scanning and its Security Applications, USENIX Security, 2013 
Antonakakis et al., Understanding the Mirai Botnet, USENIX Security, 2017



Two-phase Scanning

• First phase: Transport layer


• Identify responsive hosts


• Hand-crafted, stateless SYNs


• Second phase: Application layer


• Deliver payloads & grab info


• OS-level TCP handshake
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Spoki: Revealing Two-phase Scanners

• Spoki interacts with two-phase scanners in real time


• Scalable system based on actors with the C++ Actor Framework (CAF)


• Libtrace for packet ingestion, Scamper for probing

Spoki rate-limits probes and uses small packets to avoid participating in DoS.
8



Architecture of Spoki
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Scalability Measurements
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Scales to /8: tested with up to 1M pps



Spoki Deployment in a Reactive Telescope

• Data from two /24 networks in the US & EU


• Previously dark IP space that is not part of an active network


• Exclude well-known scanners from the analysis: 1.2% two-phase, 8.4% one-phase
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Share of Two-phase Sources

•  

About 30% of sources send two-phase events each day.
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Scanning Activities
Two-phase scanners are more targeted than one-phase scanners.

Two-phase One-phase

13Data is from the UCSD network telescope.



Targeted Ports
Two ports are scanned exclusively in the EU.
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TDS used by Microsoft SQL 
Likely SIMATIC bug (Siemens AG)

TR-069, concerns home routers



TCP Payloads

• Spoki accepts connections and collects ACK packets for a few seconds


• These payloads are not available in a traditional telescopes


• More than half of the payloads (in volume) are ASCII-decodable

Table 1: Number of payloads collected at our telescopes.
Share of ASCII payloads is relative to All per group.

Total Distinct
Telescope All ASCII All ASCII

EU 9,230,639 69.1% 166,035 38.4%
US 7,901,206 85.8% 190,905 41.3%

often. The most frequently scanned port 23 received almost
no payload, which complies with telnet protocol behavior.

We group payloads into longest common prefixes of the
first N bytes they share because common prefixes hint at sim-
ilarities such as the same protocol. For closer comparison,
we chose a maximum prefix length of 200 bytes since both
vantage points dominantly captured payloads with 200 bytes
or less and 1.5⇥ IQR reaching to slightly beyond 400 bytes.
Figure 15 depicts the number of distinct prefixes per pay-
load length. The prefixes diverge significantly after 12 bytes
(i.e., GET / HTTP/) and after 31 bytes, exhibiting more
branches in the EU data (i.e., GET / HTTP/1.1\r\nHost:
IP.AD.DR:PORT, the IP address matches the first three octets
of our IP prefix). Around 35 bytes a few payload prefixes
observed in the US branch, but are hard to pin down to a
striking prefix. Finally, a small increase at 40 bytes marks a
hex payload of the Tabular Data Stream Protocol.

These striking jumps suggest large shares of similarly struc-
tured payloads. To identify further commonalities, we print
a prefix tree and match trivial components (e.g., destination
IP addresses). Based on the common payload prefixes, com-
bined with targeted ports, we identify the strongest contribut-
ing protocols as listed in Table 2. At both vantage points, the
majority of the observed payloads are HTTP GET requests
version 1.1. Port 7547 stands out in the EU, which is related to
the TR-069 vulnerability that targets the remote management
interfaces of modems and routers. The prefix GET /s covers
GET /shell, including further commands that switch direc-
tories, download a shell script or a binary, and give permission
to execute (example in Listing 1).

Listing 1: Query of a GET request observed to /shell on
port 37215. It downloads and executes arm7.

1 cd /tmp; rm -rf *; \\
2 wget http://IPv4/arm7; \\
3 chmod 777 arm7; ./arm7 rep.arm7

The software distributed this way is an additional source of
information to learn about two-phase sources. We download
binaries that single- and two-phase payloads refer to. Ac-
cessing URLs within one to five hours leads to success rates
slightly above 20%, presumably many scanning campaigns
run outdated configurations. 5.5% of the URLs include bro-
ken hosts (e.g., YOURIPHERE). During one week we collected
391 payloads with 28 distinct hashes (7%). Each URL was
only accessed once per hour and not once per occurrence.

Figure 15: Distribution of distinct payload prefixes: Steps
around 12 bytes and 30 bytes hint at common protocols.

We see a larger variety of malware with names such
as mpsl, b3astmode.arm7, or Gummy.mips. The major-
ity (74%) are 32-bit ELF binaries (35% ARM LSB with
GNU/Linux ABI, 24.6% LSB MIPS, 12.5% MSB MIPS, 1.3%
LSB ARM with SYSV ABI, 0.8% MSB MIPS). In addition,
we observed 1.3% BASH scripts that download and run bi-
naries for multiple architectures. The remaining files were
17.4% ASCII text (empty except for a CRLF and NULs) and
7% HTML (all the same website downloaded form a single
IP with the path /bins/mpsl).

We classified the unique payloads using VirusTotal [53].
We queried the malware database for each downloaded binary
from its first detection by Spoki until its appearance in the
database. Binaries already known were considered old, bina-
ries later discovered by VirusTotal are new, and payloads not
appearing after three months are considered benign. The clas-
sification results of our three months analysis are as follows:
26% benign, 59% old exploits, and 15% new exploits. Almost
three quarters of the payloads are classified as malicious, out
of which 27% are classified as trojan/mirai.

We can tell from the payloads that 150k POST events in
Europe (600 in the US) relate to a UPnP exploit of Realtek
that can lead to code injection. Two other frequent payloads
relate to exploits in embedded devices: one prefixed with a
byte for its length and the second a series of hex characters
separated in groups, see Table 2.

We decoded binary payloads using Wireshark. Aside from
the payload sent to port 28967, which we could not decode,
target services (or devices) relate to known exploits. In the
EU, a dominant share of two-phase scanners is hitting port
1433 (Microsoft SQL/SIMATIC) while the share in the US is
evenly distributed between 443 and 5555 (TLS and Android
Debug Bridge). Some Android devices allow attackers access
on this port, e.g., to install cryptocurrency miners [37, 50].
Port 27017 (MongoDB) was targeted by hackers in 2020,
who copied and deleted databases to hold the data for ransom.

⇠3% of the HTTP / 1.1 payloads include the string zgrab
and a user agent matching the default value in the Zgrab
source code, cf., [45]. We observe two variations of the “Host”
headers: one uses the form HOST:PORT and favors port 80,
the other lists an integer and targets up to 5 ports equally.

In summary, we see payloads that are clearly malicious

9
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The Maliciousness of Payloads

• Reveals several malicious payloads:
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Semi-Manual

Ports Context
1433 TDS, SQL, SIMATIC
7545 TR-069, routers
5555 ADB crypto miner
9530, 4567 Embedded devices
5432 Realtek UPnP
... ...

• Systematic approach needed to asses IPs: 
Query Threat Intelligence Provider
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Semi-Manual

Ports Context
1433 TDS, SQL, SIMATIC
7545 TR-069, routers
5555 ADB crypto miner
9530, 4567 Embedded devices
5432 Realtek UPnP
... ...

• Systematic approach needed to asses IPs: 
Query Threat Intelligence Provider

• Classifies IPs into malicious, benign, and 
unknown


• Share of malicious events:


GreyNoise

Two-phase All
EU 56 % 38 %
US 70 % 35 %

• Two-phase events have a high share of 
malicious sources



Shell Scripts & Malware Acquisition

• Some HTTP payloads include shell scripts, e.g.:


• Spoki can identify these snippets and download the malware

17

1  cd /tmp; rm -rf *;

2    wget http://IPv4/arm7;

3      chmod 777 arm7; ./arm7 rep.arm7



Malware Collection in Practice
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What did we find?

• Spoki detected 15% of the hashes earlier than VirusTotal (26% benign, 59% old)
19



Geographical Scanning Locality

• Ports 1433 & 7547 are nearly exclusively visible in the EU


• Payloads to 5555 and 443  take a much higher share in the US

20

Table 2: Observed ASCII and hex payloads ranked by maximum share.

ASCII payload Hex payload
EU US EU US

Payload prefix Share Ports Share Ports Payload prefix Share Ports Share Ports

GET / HTTP/1.1 73.50% 7547, HTTP1 46.75% HTTP1 TDS73 Pre-login 74.52% 1433 1.16% 1433
GET login.cgi 14.64% HTTP1 21.18% HTTP1 TLS Client Hello 4.55% 443, 8443 37.80% 443, 8443
GET / HTTP/1.0 1.10% HTTP1 10.49% HTTP1, 10255 ADB4 Connect 4.97% 5555 37.01% 5555
POST / 3.72% 52869, HTTP1 4.12% HTTP1 SMB Negotiate 11.04% 445 –
Debugging port2 1.09% 9530 2.04% 9530 PSQL/UPnP 0.35% 5432 3.10% 5432, 5000
Hardcoded auth2 0.95% 4567 3.13% 4567 TSAP 0.45% 102 1.42% 102
SSH-2.0- 0.93% 22, 2222 1.65% 22, 2222 MongoDB 0.27% 27017 1.21% 27017
GET /s (e.g., shell) 0.71% 8983, 60001 2.01% 8983, 80, 60001 Unknown 0.16% 28967 1.15% 28967
1HTTP-like ports such as 80, 8080, 8081. 3Tabular Data Stream Protocol (TDS) used by Microsoft SQL.
2Strings related to exploits of embedded devices, e.g., DVRs, NVRs, and IP cameras. 4Android Debug Bridge (ADB).

(e.g., carrying shell code) as well as more harmless ones
(e.g., those using the zgrab user agent). Note, payloads that
look benign at first glance could be used for reconnaissance
scans by malicious actors, though.

For cross verification, we compare IP sources to blocklists
and a threat intelligence provider. We acknowledge that those
systems have their limitations [38] but we also agree that there
is currently no perfect solution [19], which is why we use
diverse sources as loose form of verification. URLhaus [2]
shows a source overlap of 3.0% (7.6% events). Malware-
World [41] includes 4.6% of our sources (16.06% events).
BlockIP [43] exhibits an overlap of 6.9% (30.6% events).
We see overlaps of 3.9% (13.4% events) and 2.8% (15.6%
events) on the sshclient and sipquery lists collected by Dat-
aPlane [34]. GreyNoise (GN) [25] classifies 56% (EU) and
70% (US) of the two-phase payload sources as malicious. In
contrast, the share of malicious sources is lower among all
observed sources with 38% (EU) and 35% (US). Overall, all
data sources reveal a notable share of malicious actors among
two-phase scanners and that few malicious sources produce a
relatively large share of events.

4.3 Scan Origins
Two-phase scanning is a global phenomenon observable
across countries in traffic flows at IXPs and ISPs as well as in
network telescopes, see Section 2. To examine the behavior
of two-phase scanners we map their IP source addresses to
countries based on the NetAcuity Edge database [18]. The
share of two-phase events by country for each of our vantage
points are presented in Table 3, for top-5 contributors. While
both vantage points observe similar origin countries, the in-
tensity of scans per country differs significantly. Compared
to [16], we observe a more equal distribution of origin coun-
tries. China is not the major source of two-phase scans. Most
notably Ukraine and Poland hold a significant share in the EU
while Taiwan is a major source of two-phase scans in the US.

In addition to the aggregation over all three months, we

examine the share of traffic in monthly intervals for Apr.,
May, and Jun. In Apr., at our US vantage point, two-phase
events exhibit a country distribution similar to the overall plot
leaning even more towards sources from the US (13.8%). In
May, Taiwan hosts the majority of scanners (14.5%) and thus
more than the US (9.5%); this ranking swaps in Jun. again.
China (6% to 7%), Brazil (4.9% to 6.3%), and Romania (4.6%
to 8.5%) slightly increase in share.

In contrast to the US, the EU telescope observed more vari-
ation. In Apr., the biggest share is held by Ukraine (17.8%),
followed by China (13%) and the US (8.3%). Traffic from
Russia (5% to 15.6%) and Poland (3.5% to 17.4%) increases
significantly over the months. Similar to events observed at
the US telescope, the share of events originating from Taiwan
peaks in May (8.6%). Overall, two-phase scanning activities
appear rather volatile and unbound to specific infrastructure.

As we are interested in the type of networks that host two-
phase scanners, we map each source IP address to its origin
autonomous system (AS). Table 3 lists types and countries
of the top five ASes observed at each vantage point. The AS
types are based on the CAIDA AS Classification dataset [9].
The relative shares are noticeably lower compared to coun-
try shares per IP address. Although four countries contribute
more than 10% of the events per IP address in the EU, only a
single AS observed at the same vantage point has the same
share—it is the top source for two-phase events in both met-
rics. It is noteworthy that the ranking for each vantage point
can be influenced by one or multiple ASes. At the EU vantage
point, a single AS hosts all scanners for transit and access
networks in the Ukraine, while in the US, multiple ASes con-
tribute to the type of content networks, each with 3% max.

Aside from the differences in shares, the top contributing
ASes are mainly transit and access providers (70%). At our
EU vantage point, we observe two enterprise networks located
in Poland and Russia, while we only see a single content
provider (Digital Ocean) at our US telescope.

We examine the source addresses hosted in transit/access
ASes in more detail to understand whether they belong to resi-

10

Collected HEX Payloads



Topological Scanning Locality

• Six of the top-ten source prefixes in the EU share a /16 with our /24 vantage point


• Geographic origins in UA, PL, and RU


• A similar locality cannot be observed in the US


• Crosscheck (sampled) traffic at a European IXP


• Local, irregular SYNs in 370 prefixes with about 150 packets per host 


• Local traffic targets 23, 7547, 8291 while non-local traffic targets 80, 443, 23 


• No correlation of /16 local, irregular SYNs at an Asian ISP

21
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Takeaways

• Spoki: Designed a highly scalable reactive telescope


• Irregular SYNs dominate SYNs on the Internet: ~75%


• Two-phase scans


• ... are highly focused


• ... are used for malicious activities (GN: 50-70% malicious sources)


• Two-phase events follow locality patterns, both geographically and topologically
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